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Remote user authentication is of concern in wireless communication networks. This paper proposes a
novel remote user authentication scheme based on Euclidean geometry in conjunction with smart
card. The proposed scheme preserves user's anonymity while withstanding the following security
breaches: resistance to forgery attacks, resistance to replay attacks, resistance to password guessing
attacks. In addition, a user can choose and change his password freely.
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INTRODUCTION
Nowadays, wireless and mobile networks are used extensively
in all aspects of our daily life. People around the globe use
their hand held devices to access web services (Wen-Tsai Sung,
2016; Erik Aguirre, 2017; Ibrahim Mat, 2015; Sudip Misra and
Sumit GosWami, 2017; Jianming and Jianfengm 2004).
Quatative analysis of computer systems security can be found
in (Rushdi and Ba-Rukab, 2005). This raises an issue of
security and privacy of users while accessing such remote
services. This paper proposes a novel remoter user
authentication scheme based on using the properties of
Euclidean geometry in conjunction with smart card for
authenticating remote users in wireless network. In 1995, Wu
in (Tzong-Chen Wu, 1995), proposed a remote login
authentication protocol based on using geometric approach.
Security breaches in this protocol were analyzed in (MinShiang Hwang, 1999) and (Hung-Yu Chien, Jinn-Ke Jan and
Yuh-Min Tseng. 2001). Se breaches were related to both
replay and off-line password guessing type of attacks. A
proposed scheme was suggested in (Ming-Chen and Jeng-Farn,
2011), (Chin-Chen Chang and Iuon-Chang Lin. 2005) and
(Wei-Chi Ku et al., 2005). To remedy this problem. This
paper presents a novel remoter user authentication scheme base
on using Euclidean geometric properties in conjunction with
using smart card.
The proposed scheme possesses the
following properties: Resistance to forgery attacks, resistance
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to replay attacks, resistance to off-line password guessing
attacks. In addition, the scheme offers the user to choose and
change his password freely. In addition, the proposed scheme
maintains user ID's anonymity. The paper is organized as
follows: in section 2, the proposed scheme is presented.
Security analysis of the proposed scheme is the subject of
section 3. Conclusion of the paper and future work is presented
in section 4.
Keywords: Symmetric encryption, Euclidean geometry,
authentication, timestamp, smart card, one-way hash function,
prime number.
The New Authentication Scheme
First, as a starting point, some necessary notations need to be
defined. Table 1 presents the notations used in describing the
proposed scheme as follows:
Before a user register in the system, CA chooses the triplet: ,
(. ), and two secret Cartesian points: ( , )
( , )
Registration Phase
In this phase the user
chooses a password
, then he
computes (
). Next, he presents it to the certificate
authority
.
Upon receiving (
of tasks as follows:

) by

it will execute the following set
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Step-1:
will choose a number N.
Step-2:
chooses identity
for the intended user
calculates a value as follows:

)⊕ ( )⊕

.

and
Authentication Phase
Upon receiving the login request from the smart card,
execute the following steps as follows:

Table 1. Notations used in this Scheme..

will

Step-1: Validates both the user
and the received time stamp
. If the time stamp is within a valid time frame, the
system will accept the login request, otherwise it will
reject it.
Step-2: Get the value of
by computing the following:
=
⊕ ( || ) ⨁ ) , then it will Constructs a new
parabola using the vertex
= (ℎ , ) and passing
through the newly obtained point in this step.
Step-3: Computes the intersection point
= (0, ) of the
new constructed parabola with the −
.
Step-4: Checks is equals (
). If so, it will proceed and
assume that the user
is a bona fide one, otherwise it
will reject the authentication request and report a failure.
Figure 1 below shows a schematic for the proposed scheme,
while Fig. 2 shows the detailed steps followed in this scheme
including: registration, login and authentication phases.

= ( ||
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)⨁
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Step-3: Defines the three points
= (0, (
),
=
( (
. ), (
. ), = ( (
. ), (
. ).
Step-4: Constructs the parabola =
( − ℎ) +
which
passes through the three points . and respectively.
Step5-: Stores the following parameters { , , , , ℎ , } in
the smart card for the user
and deliver the card
securely to the intended user such that:
(
):
← { , , , ,ℎ , } ⇒
the above line means that the CA entity will load the tuple
{ , , , , ℎ , } in the smart card and then will send it
through a secure channel to the user .
Login Phase
The user
starts by keying his password
into the
terminal. Next, the smart card will execute the following steps
as follows:
Step-1: Get the current timestamp .
)).
Step-2: Computes = (0, (
Step-3: Constructs a straight line
joining point
focus of the parabola which is = (ℎ , +

and the
).

Step-4: Computes the point of the intersection of the line
and the parabola.
) + ( ) on
Step-5: Computes a new point
= 0, (
the −
.
Step-6: Constructs the line
between the two points
and
.
Step-7: Gets a new point as a result of the intersection of the
parabola and the line .
Step-8: Finally, the smart card presents the following login
request message to the system as follows:

Fig. 1. Characteristics of the parabola
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It is based on using Euclidean plane to reconstruct the user
password. It preserves user's identity anonymous. The user
can freely choose his password during the registration phase of
the protocol. The scheme is resistance to replay attack, forgery
attack and password guessing attack.
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Fig. 2. Schematic of the proposed authentication scheme

Security analysis of the proposed scheme and future work
To address the security analysis of the proposed scheme, we
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Conclusion and future work: In this paper, a novel remote
user authentication scheme is proposed. It uses the smart card.
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