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ARTICLE INFO                             ABSTRACT   
 

  
The U.S. telecommunications postpaid segment grapples with ongoing financial risks arising from 
credit defaults, fraud, and revenue leakage. While traditional risk management tools like credit checks 
and fixed billing cycles offer a baseline, they often fall short in providing comprehensive protection. 
This paper critically analyzes these limitations and explores the transformative potential of emerging 
technologies. Specifically, it examines how the integration of artificial intelligence (AI) and blockchain-
based smart contracts can offer innovative solutions for mitigating financial risks, driving operational 
efficiencies, enhancing fraud prevention, and ultimately improving customer satisfaction within the 
U.S. telecommunications. To properly demonstrate the functionality of AI-powered smart contracts, 
this study highlights several use cases in the telecommunications industry. With the adoption of a 
qualitative analysis, the study also captures the effectiveness of AI-powered smart contracts in 
mitigating financial risks within the U.S. telecommunications postpaid industries, while underscoring 
the importance of expanding blockchain adoption beyond postpaid plans and refining AI models to 
improve their adaptability and accuracy in financial risk management.  While attempting to bridge the 
gap between emerging technologies and traditional practices, this study provides a roadmap for 
telecommunications providers that seek to use AI and blockchain to edge against various financial risks. 
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INTRODUCTION 
 
The telecommunications industry has long been at the 
forefront of technological innovation, fostering connectivity 
and economic growth. In the U.S, postpaid plans are an 
integral part of this industry, as they provide customers with 
access to advanced services while allowing for payment 
flexibility (Beaubrun & Pierre, 2001). However, this model 
has in recent times been riddled by various challenges. 
Financial risks such as fraud, revenue losses and credit default  
by subscribers have constantly plagued providers whilst 
compromising revenue streams and customer trust (Lacuška & 
Peráček, 2020). With the rapid evolution of digital 
technologies and the advent of 5G, these risks have become 
more pronounced and this necessitates the re-evaluation of 
traditional risk management strategies. A case in point is the 
Verizon experience, as the company reported $35.7 billion in 
revenue for Q4 2024, reflecting an increase from $35.1 billion 
in Q4 2023 (Verizon, 2024). This growth was accompanied by 
a rise in postpaid phone net additions, which reached 568,000 
in Q4 2024, up from 449,000 in the corresponding period of 
the previous year. However, the momentum did not continue 
into Q1 2025, as Verizon reported a revenue of $33.5 billion  

 
 
and experienced a net loss of 289,000 postpaid phone 
subscribers, a significant decline from the 114,000 lost in Q1 
2024 (WSJ, 2025). Financial risks also persisted, with the 
accounts receivable balance rising sharply to $25.9 billion as 
of March 2025, signaling a greater volume of unsettled 
payments (GuruFocus, 2025). In tandem, the allowance for 
doubtful accounts increased, indicating Verizon’s heightened 
anticipation of credit losses (EBS, 2025). These figures 
highlight the ongoing challenge Verizon and other 
telecommunications companies face in managing credit risk 
within the postpaid segment, even amidst revenue growth. 
According to Dwived et al. (2021), blockchain technology and 
artificial intelligence emerge as archetype solutions to address 
telecommunications unique challenges in the postpaid 
segment. Blockchain offers unparalleled transparency and 
security in financial transaction reporting by eliminating the 
need for intermediaries and reducing the potential for errors 
and fraud. Smart contracts guarantee the enforceability of 
postpaid agreements through the automatic enforcement of 
terms derived from the contract’s encoded logic, which 
specifies conditional “if-then” rules (Wang, 2024). When the 
conditions are met, the contract’s embedded functions are 
triggered to execute the next step, such as releasing funds or 
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updating ownership records. This process removes the 
ambiguity inherent in manual contract enforcement, where 
interpretation and discretionary power can introduce delays, 
errors, or bias. Instead, the smart contract guarantees that all 
parties are subject to the same objective, verifiable rules, 
applied consistently and without exception (Wang, 2024). 

 
 
Figure 1. Verizon Quarterly revenue and postpaid subscriber net 

additions/losses (Q4 2023–Q1 2025) 
 
According to Kuznetsov et al. (2024), artificial intelligence 
fundamentally augments blockchain technology by embedding 
predictive analytics and adaptive decision-making processes 
within an otherwise deterministic and immutable ledger 
system. The nature of machine learning algorithms employed 
spans a spectrum of methodologies tailored to the intricacies 
of telecommunications data. Supervised learning algorithms 
such as random forests and support vector machines operate 
by learning explicit mappings between input features and 
outcomes derived from large labeled datasets (Sai et al., 
2022). Concurrently, unsupervised techniques like clustering 
algorithms identify latent structures and segment 
heterogeneous customer populations based on behavioral and 
transactional attributes, which may not be apparent through 
conventional analysis (Bhumichai et al., 2024). As asserted by 
Waqas & Humphries (2024), deep learning architectures, 
particularly recurrent neural networks (RNNs) and their 
variants like long short-term memory (LSTM) networks, are 
critical in capturing temporal dependencies and sequential 
patterns intrinsic to telecommunications data streams. Their 
ability to model time-series dynamics enables the anticipation 
of emergent trends, such as the progression of credit risk or the 
onset of anomalous usage behavior, which are crucial for 
preemptive operational interventions (Kaur & Mohta, 2019). 
 
This analytical depth complements blockchain’s immutable 
recordkeeping by transforming static transaction logs into rich, 
actionable intelligence. While blockchain ensures data 
integrity and transparency, it does not inherently possess the 
capacity to infer or adapt (Van Houdt, Mosquera, & Nápoles, 
2020). AI fills this void by continuously mining blockchain 
data to detect subtle shifts in customer risk profiles or 
transactional anomalies, thus enabling the network to respond 
dynamically rather than remaining a passive repository. By 
intelligently prioritizing transactions and contract executions 
based on predictive risk assessments, AI reduces unnecessary 
computational overhead on consensus nodes. This selective 
validation mechanism ensures that the blockchain’s resource-
intensive processes focus on high-impact events, enhancing 
overall system efficiency (Van Houdt, Mosquera, & Nápoles, 
2020). Adaptive smart contracts emerge as a consequence of 
this integration, where AI-driven insights inform contract 

parameterization in real time. For example, credit thresholds 
or penalty clauses encoded within smart contracts can be 
dynamically adjusted in response to evolving customer 
behavior patterns, reflecting a shift from rigid automation to 
context-aware governance (Pasupuleti, 2025). Such 
responsiveness aligns contractual execution with the fluidity of 
market conditions, bridging the gap between coded rules and 
economic realities.The significance of this study lies in its 
potential to reshape both scholarly and practical 
understandings of financial risk management within the U.S. 
telecommunications sector, particularly in the context of 
postpaid billing systems. As the industry grapples with 
increasing credit exposures, fraud vulnerabilities, and evolving 
customer expectations, the conventional tools of risk 
assessment and enforcement have shown clear limitations. 
This research argues that the convergence of artificial 
intelligence and blockchain technologies, particularly through 
the deployment of AI-powered smart contracts offers a 
transformative pathway for anticipating, mitigating, and 
automating responses to financial risks in real time. These 
smart contracts, undergirded by blockchain’s structural 
guarantees of immutability and transparency  and empowered 
by AI’s predictive and adaptive learning capabilities, shift the 
operational paradigm from reactive to preemptive risk 
governance. Through the examination of both the technical 
foundations and practical implications of this convergence, 
this study advances a novel framework through which 
telecommunications providers can enhance contractual 
fidelity, ensure more secure and automated account 
reconciliation, and proactively minimize bad debt exposure. 
Ultimately, this research contributes to a growing body of 
interdisciplinary scholarship at the intersection of financial 
technology and telecommunications management, offering not 
only a theoretical model but also actionable insights for 
industry leaders and policymakers committed to building more 
resilient, transparent, and adaptive postpaid infrastructures. 
 
The Development of Credit Risk Management in 
Telecommunications: An Industrial Chronicle 
 
Pre-Digitization and Physical Risk Focus (Pre-1980s to 
Late 1990s): Valenduc & Vendramin (2017) observed that 
prior to the widespread digitization of telecommunications 
infrastructure, the industry’s operational paradigm was shaped 
largely by its physical vulnerabilities. During this period, the 
dominant risk management priority was the mitigation of 
tangible threats, particularly equipment malfunctions, copper 
wire theft, physical sabotage, and natural disasters such as 
floods and storms that could cripple analog switching systems 
and terrestrial transmission lines. Because telecommunications 
networks were heavily centralized and reliant on manual 
intervention, any disruption to core equipment had a cascading 
effect on service delivery, often requiring substantial time and 
labor to restore functionality (Lottu et al., 2023). Credit risk in 
this era was not yet institutionalized within the business 
model, largely because prepaid services and manual billing 
were the norm, especially in developing markets (Pelser & 
Gaffley, 2020). In North America and Europe, although some 
residential and commercial postpaid accounts existed, they 
were managed through highly rudimentary frameworks. 
Creditworthiness was assessed based on easily manipulable 
customer declarations or minimal third-party references, and 
internal risk policies lacked standardization (Nayak & Xu, 
2018). There were no formalized credit scoring mechanisms or 
behavioral analytics tools available. Instead, service providers 
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operated in a reactive capacity, only addressing delinquency 
after extended periods of non-payment, which in turn made 
financial forecasting unreliable and limited the scalability of 
postpaid services (Grishunin & Suloeva, 2017). As stated by 
Bateba & Meshesha (2024), empirical data from this era is 
sparse due to the absence of granular digital records. However, 
sectoral analyses by the International Telecommunication 
Union (ITU) and historical white papers from Bell Labs during 
the 1980s indicate that less than 20% of telecommunications 
investments globally were allocated to financial systems 
development compared to over 60% directed toward network 
hardware, physical security, and site redundancy planning 
(ITU, 1989). This asymmetry illustrates the degree to which 
financial risks, particularly those tied to customer credit 
behavior, were not considered a strategic threat but rather an 
administrative inconvenience (Zhamg & Cao, 2021). 
 
It was not until the closing years of the 1990s, coinciding with 
liberalization reforms and the proliferation of mobile 
networks, that the limitations of this approach became evident 
(Zhamg & Cao, 2021). The growing shift toward customer-
centric service models, subscription billing, and market 
liberalization would soon render the old physicalist paradigm 
obsolete, ushering in the next phase of credit risk 
sophistication within the industry. 
 
Digitization and Early Financial Risk Awareness (Late 
1990s to Late 2000s): The late 1990s through the late 2000s 
marked a critical inflection point in the telecommunications 
sector, as the industry began transitioning from analog 
infrastructures to digital network architectures. Szczerba & 
Ciemski (2009) argued that this era was characterized not only 
by the rapid expansion of mobile telephony and internet 
services but also by a growing awareness of the financial 
vulnerabilities, such as delayed revenue realization, increased 
instances of customer default on postpaid plans, billing 
discrepancies due to complex usage patterns, and 
susceptibility to subscription fraud (Assef & Steiner., 2020).  
 
As telecommunications firms embraced digitization, the nature 
of value generation shifted from infrastructural ownership to 
data-driven service provision (Dengov, 2015). This 
transformation reconfigured the industry’s exposure to 
financial risks. Unlike the predominantly physical risk 
environment of the pre-digital era, digital telecommunications 
exposed providers to a new class of intangible risks: revenue 
leakage, customer default, and billing fraud. The increased 
adoption of postpaid plans meant that firms now extended 
services on credit, effectively operating as quasi-lenders 
without the safeguards or institutional infrastructure of 
traditional financial institutions (Nayak & Xu, 2018). This 
created an imperative for new frameworks capable of 
anticipating, measuring, and mitigating financial exposure in 
real time. The convergence of telecommunications with 
emerging digital content markets, such as SMS billing, 
premium content subscriptions, and mobile internet, amplified 
the complexity of financial risk (Salama, 2023). These 
services created multi-layered billing structures, which were 
difficult to reconcile and highly susceptible to disputes and 
fraud. While digitization brought with it opportunities for 
automation and efficiency, it also exposed fundamental 
asymmetries between service provisioning and revenue 
assurance. Providers now faced the challenge of developing 
integrated systems capable of reconciling technical usage data 
with financial receivables, often in real time (Spuchľáková,  

Valašková, & Adamko, 2015). This period also witnessed the 
germination of a discourse around enterprise risk management 
(ERM) within the telecommunications domain. Risk, once 
construed in purely operational terms, began to be re-theorized 
as a multi-dimensional concept that included financial 
exposure, consumer behavior unpredictability, and market 
volatility (Busu, 2015). The recognition of these intersecting 
dimensions laid the conceptual groundwork for the next phase 
of transformation: the integration of advanced analytics, 
artificial intelligence, and blockchain-based automation in 
credit risk governance (Gandini,  Bosetti & Almici, 2014). 
 
Predictive Analytics and Integrated Risk Management 
(2010s): According to Chowdsbury et al (2024), the 2010s 
ushered in a profound transformation in the philosophy and 
practice of credit risk management within the 
telecommunications industry, with a divergence from static, 
rules-based systems toward dynamic, predictive, and 
integrated frameworks. This evolution was catalyzed by the 
proliferation of big data, the commercialization of cloud 
computing, and the application of advanced machine learning 
(ML) algorithms capable of discerning subtle patterns in 
complex, high-volume datasets. For telecommunications 
providers operating increasingly digitized postpaid 
ecosystems, these tools became indispensable in preemptively 
identifying, quantifying, and mitigating financial risk 
exposures with heightened precision and scalability (Alotaibi, 
2023). For instance, Björkegren and Grissen (2017) 
demonstrated that behavioral data drawn from mobile phone 
usage could effectively predict creditworthiness; individuals in 
the highest quintile of behavioral risk were found to be 2.8 
times more likely to default than those in the lowest quintile. 
Such models outperformed traditional credit bureau 
assessments, particularly for financially underserved 
populations, underscoring the potency of alternative data 
sources. Furthermore, predictive analytics proved instrumental 
in improving customer retention, as illustrated by a case study 
on Syriatel Telecom, which achieved a 95.5% accuracy rate in 
forecasting churn using a dataset of approximately 500 million 
records. In parallel, telecom operators like Vodafone 
harnessed predictive tools to combat fraud, achieving a 30% 
reduction in fraud-related losses within a year by analyzing 
customer behavior and transaction anomalies. These 
innovations unfolded alongside an exponential market 
expansion: the predictive analytics sector grew to USD 14.71 
billion in 2023 and is projected to reach USD 95.30 billion by 
2032, while the telecom analytics market is forecasted to grow 
from USD 6.6 billion in 2024 to USD 19.0 billion by 2033 
(Imark Group, 2024). Together, these developments illustrate 
how predictive analytics gradually became indispensable for 
risk anticipation, customer retention, and financial security in 
this new era. 
 
Decentralization, AI Automation, and Blockchain 
Adoption (2020s and Beyond): The current era is defined by 
the convergence of artificial intelligence and blockchain 
technologies, which has inaugurated a shift toward an 
intelligent, decentralized, and adaptive credit risk management 
framework within telecommunications postpaid systems. AI-
driven platforms, employing advanced machine learning 
algorithms such as XGBoost, recurrent neural networks 
(RNNs), and transformer-based architectures, now 
autonomously monitor massive volumes of customer data in 
real time, including usage patterns, payment histories, 
geolocation activity, and device telemetry to forecast potential 
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credit defaults with accuracies exceeding 94% in live 
deployments (Kori & Gadagin, 2024). These models are 
trained on structured and unstructured data pools reaching 
terabyte scales, enabling real-time behavioral clustering and 
dynamic credit scoring. For instance, telecommunications 
operators leveraging predictive credit scoring AI have reported 
reductions in bad debt ratios by up to 37%, alongside a 28% 
improvement in revenue assurance from enhanced credit limit 
calibration (Hui & Tucker, 2023). Saleh (2024) highlighted 
that blockchain-enabled smart contracts, self-executing 
protocols residing on decentralized ledgers, have redefined 
billing enforcement, identity management, and dispute 
resolution. These contracts automate and enforce payment 
terms with programmable logic that executes instantly upon 
fulfillment of predefined conditions, thereby eliminating 
payment delays and billing inaccuracies. In systems where 
smart contracts are deployed for postpaid billing 
reconciliation, error rates have dropped by over 85%, while 
inter-carrier settlement times have contracted from several 
business days to under 30 minutes. Blockchain-based identity 
verification systems, employing zero-knowledge proofs and 
cryptographic hash functions, now support secure, 
permissioned data sharing across multiple operators and 
regulators, ensuring compliance with data protection 
frameworks such as GDPR and CCPA while eliminating risks 
of centralized breach points (Gwala, 2025). These mechanisms 
have reduced fraudulent account creation by over 60% in pilot 
programs. This convergence of AI and blockchain also yields 
systemic resilience through decentralized credit adjudication, 
where decision-making is distributed across interoperable 
nodes rather than being confined to a centralized risk engine. 
Such architecture ensures auditability, transparency, and 
immutability in every credit decision, reducing the risk of 
internal manipulation and regulatory non-compliance (Saleh, 
2024). Furthermore, AI-based explainability frameworks like 
SHAP and LIME are increasingly integrated to enhance 
regulatory transparency, particularly in jurisdictions where 
algorithmic decision-making must be interpretable and 
traceable under evolving fintech governance standards (Addy 
et al., 2024). 
 
Traditional Financial Risk Mitigation Methods in Postpaid 
Plans: Mashrur et al. (2020) asserted that traditional methods 
for mitigating financial risks in telecommunications postpaid 
plans are usually centered around assessing customer 
creditworthiness, securing upfront deposits, and relying on 
structured billing cycles. These measures, while effective to 
some extent, have significant limitations that hinder their 
ability to address evolving challenges. Credit checks have long 
been a risk mitigation tool in postpaid telecommunications 
services.  
 
While credit checks provide a predictive measure of customer 
reliability, they are inherently limited by the availability and 
accuracy of credit data (Babeta & Meshesha, 2024). Before 
extending a postpaid plan to a customer, service providers 
typically evaluate their credit history through credit bureaus or 
internal databases (Szczerba & Ciemsk, 2009). This 
assessment is designed to estimate the likelihood of payment 
defaults by analyzing factors such as past payment behavior, 
outstanding debts, and credit scores. With limited credit 
history, underbanked demographics often experience difficulty 
in payment remittance for postpaid plans. As highlighted by 
Mayer & Aubert (2020), deposit requirements stand as another 
traditional tool employed to mitigate financial risks. 

Customers perceived as high-risk based on their credit profiles 
are often required to provide a security deposit before being 
granted a postpaid plan. This deposit acts as collateral, 
providing service providers with a financial cushion against 
potential payment defaults (Utami et al., 2023). However, 
requesting deposits upfront may create challenges for potential 
subscribers who may not have the financial capacity to make 
an upfront deposit, thus limiting market penetration and 
customer acquisition opportunities for telecommunications 
providers (Utemi et al., 2023). Billing cycles, on the other 
hand, represent a structured approach to managing financial 
risks by establishing regular intervals for payment collection 
(Chen & Lu, 2022). Monthly billing is the standard model, 
which allows customers to consume services over a 30-day 
period before receiving an invoice. While this method ensures 
a predictable revenue flow, it also exposes providers to risks 
associated with delayed payments or defaults, particularly 
when customers fail to settle their bills promptly (De Reuver 
et al., 2009). Late payment penalties and service 
disconnections are often employed as deterrents, but these 
measures are reactive and do not necessarily address the root 
causes of non-payment (Kar, 2019). Telecommunications 
fraud has become such a pervasive problem that traditional 
fraud prevention techniques are inadequate. Subscription 
fraud, where individuals use fake identities or stolen 
credentials to obtain postpaid plans, is a common challenge 
(Bello & Olufemi, 2024). Fraudsters exploit loopholes in 
credit checks and deposit requirements and leave service 
providers vulnerable to revenue losses. Traditional methods 
also fail to detect and prevent SIM swapping fraud and 
account takeovers, both of which have become increasingly 
sophisticated with the advent of digital technologies. While 
KYC, credit checks, and deposit requirements aim to minimize 
the risk of defaults, it is pertinent to note that these methods 
are not foolproof.  
 

 
 

Fig 2. Customer Segmentation by Usage and Late Payment 
 
Customers with initially strong credit profiles may experience 
financial difficulties over time, which may result in missed 
payments and potential defaults (Kabari et al. , 2015). Also, 
traditional billing cycles do not offer real-time insights into a 
customer’s financial health and limits the provider's ability to 
intervene proactively. Revenue leakage, also caused by 
inaccuracies, such as incorrect usage records or mismatched 
tariffs, contributes to revenue leakage and enhances financial 
difficulties (Ratnakumari et al., 2024).  
 
AI and Blockchain Integration in Financial Risk 
Mitigation for Postpaid Telecommunications: The 
integration of Artificial Intelligence (AI) and Blockchain 
technology within postpaid telecommunications infrastructures 
represents a transformative shift in the mitigation of financial 
risks, particularly in the areas of credit risk, fraud detection, 
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identity assurance, and revenue assurance (Shen., 2024). A 
core application of AI in postpaid telecommunications is the 
dynamic assessment of creditworthiness. As indicated by 
Wang (2024), this assessment no longer relies solely on 
conventional models such as FICO scoring systems but is 
instead driven by ensemble machine learning algorithms, 
including Extreme Gradient Boosting (XGBoost), Light 
Gradient Boosting Machine (LightGBM), and CatBoost. 
These models are particularly suited for processing 
heterogeneous data structures comprising both categorical and 
continuous variables. Telecommunication operators ingest 
large volumes of multi-dimensional data, including call detail 
records (CDRs), recharge histories, handset metadata, 
geospatial location data, and app usage behaviors (Sana et al., 
2022). This data is transformed through advanced feature 
engineering techniques, such as entropy-based information 
gain, frequency encoding of cell tower transitions, temporal 
regularity measures like hourly standard deviation in data 
consumption, and graph-based social network metrics 
extracted from contact patterns (He & Chua, 2017). The 
trained models are deployed in distributed processing 
environments using frameworks like Apache Spark or Flink, 
and streamed data is ingested in real time through platforms 
such as Apache Kafka or RabbitMQ, evolving financial 
posture (He & Chua, 2017). 
 
According to Óskarsdóttir et al., (2020) The transformation 
phase involves advanced feature engineering, where raw 
metrics are converted into high-information features that 
encapsulate behavioral, temporal, and relational aspects of 
subscriber activity. For instance, entropy-based information 
gain is calculated to measure the unpredictability in call 
durations, signaling potential behavioral volatility. Zaratiegui, 
Montoro & Castanedo., (2015) assert that temporal regularity 
measures such as hourly or daily variance in data consumption 
help establish behavioral baselines, and sudden deviations 
from these baselines may signal financial instability. 
Frequency encoding of cell tower transitions captures user 
mobility, and irregular movement patterns may be correlated 
with fraud or delinquency.  To aid the process, social network 
metrics are derived from call graph structures using graph 
algorithms like PageRank, betweenness centrality, and 
clustering coefficients, which help determine a subscriber's 
influence and stability within a telecommunication social 
network. All these features form a high-dimensional vector 
representation of a subscriber’s behavioral and financial 
fingerprint (Björkegren & Grissen., 2018). 
 
These feature vectors are then fed into ensemble machine 
learning models, notably XGBoost, LightGBM, and CatBoost, 
which are gradient boosting frameworks capable of handling 
sparse, non-linear, and categorical data with high efficiency 
(Yang et al., 2025). These models are trained on historical 
labeled data where past subscriber behaviors are tagged as low 
risk, high risk, defaulted, or churned. During training, the 
models learn complex non-linear decision boundaries that 
associate particular patterns in behavior with levels of 
financial risk. The use of gradient boosting is particularly 
valuable due to its ability to optimize for highly imbalanced 
datasets, common in credit risk where defaults are rare, by 
minimizing objective functions such as logistic loss, Poisson 
deviance, or custom cost-sensitive loss functions (Provenzano, 
et al., 2020). 
Once deployed, the models operate in a streaming context. 
Real-time data from subscribers continues to flow into the 

system via Kafka topics or similar message queues. The 
incoming data is preprocessed on-the-fly using windowed 
aggregations such as one-hour or one-day rolling statistics, and 
updated feature vectors are pushed through the trained model 
for inference (Dorogush, Ershov,  & Gulin, 2018). Each time 
new data is received, such as an unusually high late-night data 
session, a declined payment attempt, or a sudden drop in call 
frequency, the model computes an updated risk score for that 
subscriber (Pape, 2025). This risk score is a probabilistic 
estimate, usually between zero and one, representing the 
likelihood of payment default or delinquency. The model 
output may also include SHAP (SHapley Additive 
exPlanations) values, which provide interpretability by 
quantifying each feature’s contribution to the final prediction 
(Neptune. AI, 2022). 
 
This continuously updated risk score is then fed into decision-
support systems that determine the subscriber's financial 
posture. If a subscriber's score crosses a predefined threshold 
determined through ROC curve optimization or business-
defined tolerances, automated policies are triggered 
(Kaanboke., 2021). These policies include adaptive credit 
ceilings, where the permissible usage limit before billing 
intervention is recalibrated in real time. For instance, a 
subscriber who exhibits stable, regular usage with a low-risk 
score may receive a credit ceiling increase, while a subscriber 
showing erratic behavior and increased risk may have their 
ceiling tightened (Sotovalero., 2025). 
 
Dynamic collateral requirements are enforced in scenarios 
where the system predicts medium risk but continued usage is 
permitted. In such cases, the subscriber may be asked to make 
an interim payment, a form of partial collateral, or bind a 
payment instrument such as a credit card or bank mandate 
(Emersion., 2024). AI agents integrate with billing platforms 
such as Oracle BRM or Amdocs CES via APIs to enforce 
these decisions in real time (Oracle., n.d). Behavioral service 
restrictions are another adaptive response, where high-risk 
scores may lead to tiered access limitations. For example, 
international calls, high-bandwidth data, or roaming services 
might be disabled until the risk score falls below the 
intervention threshold (Subex Limited, 2024). These 
restrictions are not hardcoded but rather implemented using 
rule engines like Drools or OptaPlanner that evaluate AI 
outputs in context with the subscriber's service entitlements 
and regulatory constraints (Nvidia, n.d). Also, Natural 
Language Processing (NLP) serves as an indispensable 
augmentation to structured-data-driven credit scoring by 
introducing a mechanism for the semantic interpretation of 
unstructured text originating from customer touchpoints, such 
as emails, chatbot transcripts, voice-to-text transcriptions of 
call center logs, and survey responses (Phong, Aono & 
Hayashi., 2018).. At the center of this capability are 
transformer-based language models, particularly BERT 
(Bidirectional Encoder Representations from Transformers), 
RoBERTa (a reoptimized variant of BERT), and increasingly, 
fine-tuned GPT models, whose architecture is founded on self-
attention mechanisms. These mechanisms allow the model to 
compute dynamic contextual embeddings by attending to the 
relational dependencies of each token across the entire input 
sequence, rather than relying on a fixed-size sliding window as 
in older recurrent or convolutional models (Dieu, 2024). This 
capacity for long-range context modeling is especially crucial 
in financial risk management, where the intent and tone of a 
customer message may not be explicitly located near financial 
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terminology. For instance, a sentence such as “I have been 
meaning to ask about my bill since I lost my job” may contain 
no direct reference to default or churn, yet exhibits a strong 
latent signal of financial vulnerability (Kamel et al., 2022). 
Through pretraining on massive corpora using masked 
language modeling (MLM) and next sentence prediction 
(NSP) tasks, BERT-style models learn rich bidirectional 
semantic representations. However, these representations 
require domain adaptation before deployment in 
telecommunications risk workflows. In order to enhance 
sensitivity to telecom-specific lexicon and syntactic structures, 
these models are further fine-tuned on domain-specific 
corpora, often consisting of historical support tickets, billing 
complaints, service change requests, and churn surveys (Araci, 
2019). This is achieved through supervised training on labeled 
datasets where phrases are annotated for intent, such as 
“payment delay,” “plan downgrade,” or “cancellation threat.” 
During fine-tuning, the weights of the model’s transformer 
layers are updated via backpropagation, using cross-entropy 
loss functions tailored for multilabel classification or sequence 
tagging (Eckrich et al., 2021). To extract structured meaning 
from unstructured text, Named Entity Recognition (NER) 
pipelines are integrated on top of the base transformer model. 
These pipelines utilize Conditional Random Fields (CRFs) 
layered above contextual embeddings to identify and segment 
critical spans such as billing dates, account numbers, service 
tiers, and financial lexicon that may serve as features for 
downstream risk modeling. CRFs offer a probabilistic 
framework that accounts for the dependencies between 
successive output labels, which is essential for accurately 
detecting multitoken entities like “premium data plan” or “July 
invoice” (Ghairwar, 2024). 
 
To assess emotional tone and financial intent, a multihead 
classifier architecture is used wherein the final transformer 
layer is connected to multiple fully connected neural heads. 
Each head is trained to output probabilities over classes such 
as “neutral,” “worried,” “angry,” “confused,” or “intent to 
churn.” These classifications are supervised through manually 
labeled training sets and optimized using softmax activation 
and categorical cross-entropy (Namavar-Jahromi, 2023). The 
probabilistic outputs, often represented as confidence intervals 
or soft decision scores, are then integrated with CRM 
platforms such as Salesforce, Zendesk, or proprietary customer 
databases. This integration occurs via RESTful APIs or real-
time data pipelines using webhooks and message queues, 
allowing AI outputs to flag high-risk communications in near-
real time. For example, a flagged email indicating payment 
distress might trigger automated responses like offering 
flexible payment plans or routing the message to a human 
retention specialist (Faster Capital, n.d). The inclusion of 
NLP-based risk signals complements structured credit scoring 
by incorporating psychosocial dimensions such as emotion, 
intent, and linguistic hesitation that are otherwise invisible in 
numerical data (Garido Mechan et al., 2023). From a 
theoretical standpoint, the rationale for using transformer-
based models in this domain lies in their superior capacity for 
language understanding and their flexibility in multitask 
learning settings. Unlike rule-based systems or even earlier 
word embedding methods such as Word2Vec or GloVe, 
transformers offer a contextualized representation where the 
same word can have different vector meanings depending on 
surrounding text, which is a critical feature when parsing 
terms like “bill” in the context of “hospital bill” versus “phone 
bill” (Bisen et al , 2024). Through capturing these distinctions 

with high fidelity, transformer models enable telecom 
operators to perform granular semantic risk assessments that 
are not only reactive but predictive. In operational terms, the 
integration of these NLP insights into risk management 
frameworks ensures that telecommunications providers can 
proactively intervene when customer language begins to shift 
toward distress or disengagement, thereby reducing defaults 
and improving long-term account retention (Mienye & Jere, 
2024). Furthermore, to detect anomalous usage patterns 
indicative of fraud or high-risk behavior, unsupervised 
learning techniques are employed. Autoencoders, which are 
neural networks designed to learn compressed latent 
representations of data, are trained on historical behavioral 
profiles that reflect normal usage patterns (An er al., 2024). 
These profiles include metrics such as call volumes, time-of-
day data consumption, roaming behavior, and switching 
frequency across mobile cells. When an input deviates 
significantly from the expected distribution, as measured by 
reconstruction error or Mahalanobis distance, it is flagged as 
an anomaly. Also, Long Short-Term Memory (LSTM) 
networks are used to model temporal dependencies and detect 
seasonal or irregular trends in user activity. These AI systems 
are capable of identifying fraudulent activities such as SIM 
boxing or International Revenue Share Fraud (IRSF) by 
recognizing deviations from established behavioral baselines 
(Zhai et al., 2018). Once flagged, risk mitigation measures 
such as service throttling, two-factor authentication, or 
forensic logging can be initiated in real time. According to Dry 
& Salem (2015), the integration of Blockchain technology 
complements these AI systems by ensuring transparency, 
traceability, and immutability of billing and service records. 
Permissioned Blockchain frameworks such as Hyperledger 
Fabric and Corda are widely adopted by telecommunications 
operators due to their support for customizable consensus 
algorithms and privacy-preserving data channels. In this 
context, each service usage event whether a voice call, SMS, 
or data session is recorded as a hashed transaction in a 
decentralized ledger. Metadata such as timestamp, 
pseudonymized subscriber ID, service metrics, and 
geolocation is embedded in these transactions, which are 
organized into blocks using Merkle tree structures to ensure 
data integrity (Sherstinsky., 2020). Consensus mechanisms 
such as Proof-of-Authority are implemented to validate these 
blocks across nodes operated by telecom providers, mobile 
virtual network operators (MVNOs), and payment service 
partners. This decentralized architecture provides a tamper-
proof audit trail that is invaluable in resolving interconnect 
billing disputes and mitigating revenue leakage (Sudharson et 
al., 2025). On the other hand,  smart contracts function as 
programmable, autonomous agents embedded within 
blockchain networks that execute financial rules based on 
predetermined logic. In the context of postpaid 
telecommunications, these smart contracts are typically written 
in domain-specific languages such as Solidity, used for 
Ethereum Virtual Machine (EVM)-compatible platforms, or 
Chaincode, used in Hyperledger Fabric’s modular blockchain 
architecture (Saad, Nadher & Hameed., 2024). The reason for 
using these specialized languages lies in their ability to encode 
deterministic business logic, such as conditional service 
throttling, balance-based usage limitations, or staged 
disconnection policies. These rules are compiled into bytecode 
and deployed on-chain, where they become immutable and 
tamper-resistant, thereby ensuring transparent enforcement 
without human intervention (Breskuvienė & Dzemyda., 2024). 
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The implementation process begins with defining service-level 
thresholds linked to AI-generated risk scores. For instance, if a 
subscriber’s predictive creditworthiness falls below a defined 
threshold based on real-time analysis by an off-chain AI 
model, the smart contract may autonomously execute a clause 
that triggers partial service suspension (Afzal, Naudé, & 
Alghamdi., 2025). 
 
However, smart contracts do not natively possess the ability to 
access off-chain data. To bridge this gap, blockchain oracles 
are integrated into the architecture. Oracles serve as 
cryptographically secure middleware that fetches, verifies, and 
relays data from external AI systems to the blockchain. When 
an AI model, such as a LightGBM or XGBoost classifier, 
identifies high-risk behavior e.g., anomalous late payment 
patterns, abrupt cessation in usage, or alarming sentiment in 
customer communication it encapsulates this finding in a 
digitally signed payload (Sehrawat & Singh., 2023). This 
payload includes the user ID (anonymized or tokenized for 
privacy), the risk score, the feature vector summary, and a 
timestamp. This data is then transmitted via HTTPS to the 
oracle, which uses public-key cryptographic validation to 
ensure authenticity and non-repudiation (Gao, 2022). The 
oracle then packages the validated payload into a transaction 
and submits it to the blockchain node hosting the smart 
contract. Once received, the smart contract parses the input 
and modifies internal state variables, such as serviceStatus, 
creditAllowance, or auditTrail, in accordance with the 
programmed logic Singh et al., 2024). These interactions are 
recorded in an append-only ledger, which provides 
cryptographic auditability, crucial for telecom operators 
subject to compliance audits or regulatory reporting 
requirements (Zou, Zhang & Jiang., 2019). 
 
To ensure that these operations do not compromise user 
privacy, the system employs cryptographic techniques such as 
zero-knowledge proofs (ZKPs) and role-based access control 
(RBAC) (Vallarino, 2025). ZKPs allow an oracle to prove the 
validity of a data claim such as the fact that a user’s credit 
score is below a threshold without revealing the underlying 
score or personal identifiers. RBAC is implemented via smart 
contract libraries that restrict state-changing operations to 
predefined roles (e.g., telecom operator, regulator, subscriber), 
encoded through public keys and multi-signature 
authentication (Benchaji, Douzi, & El Ouahidi., 2021). In 
areas like identity assurance and Know Your Customer (KYC) 
compliance, blockchain provides a decentralized architecture 
for identity management through the implementation of 
Decentralized Identifiers (DIDs) (Maxzoca et al., 2024). These 
DIDs are cryptographically secure identifiers that are anchored 
on the blockchain but controlled by the user. The process 
begins when a user undergoes identity verification from a 
trusted institution, such as a financial body or government 
agency. Upon successful verification, the institution issues a 
cryptographic attestation a signed claim stating, for instance, 
that the person is above 18 or resides in a particular 
jurisdiction (Rahman et al., 2023). These attestations are 
stored off-chain in encrypted decentralized storage (such as 
IPFS or Filecoin), while their content hashes are recorded on-
chain for integrity verification (Aeron 2022). 
Telecommunication providers, upon onboarding a new 
postpaid customer, do not need to store the user’s identity 
documents. Instead, they initiate a challenge-response protocol 
through the blockchain (Shirole., 2023). The user presents the 
attestation, and the telecom operator verifies its signature 

against the issuing institution’s public key. This approach not 
only decentralizes identity verification but also minimizes 
exposure to data breaches since the telecom never directly 
handles sensitive information (Yang & Li, 2020). Artificial 
Intelligence further fortifies this process by conducting 
behavioral biometric cross-validation. Voice biometrics, for 
example, are analyzed using hybrid convolutional-recurrent 
neural networks (CNN-RNN), where the CNN component 
captures time-invariant acoustic features, and the RNN 
component models temporal dynamics in speech patterns 
(Moin & Islam, 2023). The resulting embeddings are 
compared against pre-enrolled biometric profiles. Similarly, 
keystroke dynamics measured through inter-key delays, 
pressure sensitivity, and finger travel trajectoriesare collected 
through a secure telemetry layer in mobile apps and analyzed 
using unsupervised anomaly detection models like Isolation 
Forests or One-Class SVMs. (Schlatt et al., 2022). Gait 
analysis, another dimension of behavioral biometrics, is 
captured through inertial sensors on mobile devices and 
processed using temporal convolutional networks (TCNs) to 
generate spatiotemporal motion signatures unique to each user. 
The synthesis of blockchain-based identity frameworks and 
AI-driven biometric verification creates a multi-layered 
identity assurance system that is resistant to spoofing, fraud, 
and synthetic identity attacks. This robustness is especially 
critical in postpaid telecommunications models, where 
unauthorized access to service based on false identities can 
result in substantial financial losses due to uncollected bills, 
roaming charges, or device subsidies (Dragnoiu & Olimid., 
2024). By binding behavioral traits to cryptographically secure 
identities on-chain and allowing smart contracts to enforce 
identity-based access rules, telecom providers significantly 
reduce financial exposure while maintaining regulatory 
compliance with global standards like GDPR, ISO/IEC 27001, 
and the EU’s eIDAS framework (Pava-Diaz et al., 2024). 
 
The confluence of AI and Blockchain technologies in postpaid 
telecommunications creates a scalable and interoperable risk 
management ecosystem. AI provides predictive analytics, 
anomaly detection, and behavioral modeling through advanced 
statistical and deep learning frameworks. Blockchain 
reinforces these capabilities by ensuring data integrity, 
transactional transparency, and automated enforcement of 
service agreements (Gao, 2022). The interaction between the 
two is orchestrated through secure APIs and cross-
infrastructure oracles that translate AI-driven insights into 
enforceable smart contract logic. This closed-loop system 
substantially reduces credit default rates, billing fraud, and 
compliance risks while enhancing operational efficiency and 
customer trust (Jamshidi, 2024). As such, the AI–Blockchain 
integration framework represents a foundational pillar for the 
financial resilience of next-generation telecommunications 
systems. 
 
AI and Blockchain as a Potent tool in Predicting 
Subscriber Default: Rahman et al. (2024) expressed that AI's 
ability to process vast datasets enables financial institutions to 
anticipate potential risks and make informed decisions. 
Through machine learning algorithms, AI identifies patterns 
and trends that may elude human analysts. Machine learning 
algorithms such as decision trees, random forests, neural 
networks, and support vector machines (SVM) are 
quintessential in enabling AI's predictive capabilities for 
financial risk management (Rane et al., 2023). These 
algorithms analyze vast datasets by supervised and 
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unsupervised learning patterns and making predictions that 
would typically require extensive manual effort. For instance, 
in assessing the risk of subscriber default, a decision tree 
algorithm evaluates  financial history by segmenting the data 
into variables that include  income stability, credit score, and 
existing liabilities. Within each variable is a decision point 
between upper and lower control limits, which leads to 
broader classification of the borrower’s risk profile into having 
good, bad or average credit (Khaldy et al., 2023). According 
to Butetin (2014), neural networks function as computational 
architectures that map input variables to output predictions by 
dynamically learning hierarchical representations of data. In 
predicting subscriber default in postpaid telecommunications 
plans, the architecture typically used is a feedforward neural 
network composed of an input layer, multiple hidden layers, 
and an output layer. Each neuron within a hidden layer 
receives inputs from the preceding layer, computes a weighted 
sum, applies a bias term, and passes the result through an 
activation function, commonly the rectified linear unit (ReLU) 
for computational efficiency and to induce non-linearity 
(Huang et al., 2022). This non-linear transformation is 
fundamental to the model’s ability to detect complex risk 
indicators that linear regressions and rule-based systems fail to 
capture (Junge & Dettori., 2018). During model training, the 
neural network processes labeled historical datasets, often 
consisting of tens or hundreds of thousands of subscriber 
records (Kalkan, 2022) . For instance, a telecommunications 
firm might train the model on 180,000 anonymized user 
records collected over a 24-month period, encompassing 
variables like monthly bill amount, number of days late on 
payments, churn probability scores, voice or data usage ratios, 
income quartiles, geographic identifiers, and reported service 
issues (Liang et al., 2021). Labels are derived from actual 
default events, defined, for example, as missing two 
consecutive monthly payments or having arrears exceeding 
$100 (Pham & Le, 2023). Each record is propagated through 
the network, and the model predicts a likelihood of default, 
which is compared to the actual outcome using a loss function, 
typically binary cross-entropy for classification tasks (Yin, 
2021). The resulting error is back propagated through the 
network, adjusting the weights using an optimization 
algorithm like Adam, which employs adaptive learning rates. 
Over hundreds of training epochs, the network converges 
toward a configuration where prediction error on validation 
data is minimized. A well-trained model on such a dataset 
might reach an accuracy of 92 percent, a precision of 85 
percent, and an area under the ROC curve (AUC-ROC) of 
0.94, indicating strong discriminative capacity between high- 
and low-risk subscribers (Peres & Cancelliere., 2014). 
 
In practical terms, the network may detect that a subscriber 
with a $75 monthly plan, historically punctual with payments, 
but whose recent behavior shows a sudden increase in call 
drop reports, simultaneous reduction in data usage by 45 
percent, and increased billing complaints, has a 63 percent 
predicted probability of default, despite having no prior missed 
payments (Ahmad et al., 2019). This inference is enabled by 
hidden layer activations that abstract underlying patterns, such 
as stress-induced behavioral changes preceding financial 
delinquency. Powers (2011) argue that neural networks 
perform well under data noise and partial observability. When 
certain variables, such as credit scores or employment history, 
are missing or inconsistent, the network can still extrapolate 
risk based on correlated features, such as payment punctuality 
and plan migration patterns (Mushtaq et al., 2019). This 

robustness makes them invaluable in real-world telecom data 
environments, which often contain fragmented or delayed 
subscriber information. 
 
 

 
Fig 3. Predictive Analytics Market Forecast (Mock) 

 
Once operational, these predictions can be streamed into a 
blockchain-integrated smart contract ecosystem. As 
highlighted by Mushtaq et al., (2019), if the model flags a 
subscriber with a default probability greater than 0.70, the 
contract might automatically execute a rule requiring pre-
authorization for subsequent purchases or activate a 
conditional top-up hold until further risk reassessment is 
completed. These thresholds are encoded in Solidity or 
equivalent blockchain languages, with the AI system serving 
as an external oracle whose predictions feed into decentralized 
verification processes (Powers., 2011). Such integration 
reduces manual intervention, ensures consistent risk 
enforcement, and provides a verifiable, tamper-proof audit 
trail of every decision triggered by predictive analytics. 
 
The Use of AI and Blockchain in Automated Decision-
Making: Beyond predictive analysis, AI facilitates automated 
decision-making in various financial operations. Credit Risk 
Assessment Using Decision Trees and Gradient Boosting 
Algorithms. Telecommunications providers rely on decision 
trees and gradient boosting algorithms, such as XGBoost or 
LightGBM, to automate credit risk assessments (Tian et al., 
2020). As earlier stated, decision trees create a hierarchical 
structure where data is split based on specific variables like 
payment history, credit scores, and income level. Thus, a 
customer with a history of late payments and low credit scores 
might be categorized as high-risk (Wang et al., 2022). The 
simplicity of decision trees lies in their ability to break down 
complex data into binary decisions, making them highly 
interpretable. Gradient boosting takes this a step further by 
building a series of decision trees sequentially, with each tree 
correcting the errors of its predecessor (Ha et al., 2019). In the 
context of postpaid telecom plans, a gradient boosting model 
might first identify general risk trends, such as high debt-to-
income ratios (Ayyadevara, 2018). Subsequent iterations 
refine the model to detect nuanced behaviors, like seasonal 
payment fluctuations, which could influence risk 
categorization. When a customer applies for a plan, the system 
assigns a risk score in real time. If the score exceeds a certain 
threshold, automated decisions are triggered, such as 
requesting a deposit or denying credit extension (Touzani et 
al., 2017). 
 

11806                   Florence Ogbeifun, Mitigating financial risks for u.s telecommunications postpaid plans through al-powered smart contracts:  
A blockchain-based approach to risk management 



Neural networks, particularly deep learning architectures like 
convolutional neural networks (CNNs) and recurrent neural 
networks (RNNs), play an important role in fraud detection 
(Subex, no date). CNNs are often used to analyze transactional 
data and detect anomalies, such as unusual call durations or 
locations that deviate from a user's typical behavior. For 
instance, in subscription fraud detection, a CNN could analyze 
variables like call frequency, time of activation, payment 
methods and compare them against historical fraud patterns. 
The model’s multiple layers allow it to extract complex 
features, such as correlations between activation times and 
regions known for fraudulent activities (Tang et al., 2018). If a 
new account exhibits similar features, the system flags it for 
further investigation. Unsupervised clustering algorithms like 
K-means or DBSCAN are also employed to group similar data 
points and identify outliers. For instance, in detecting SIM 
swap fraud, these algorithms cluster customer profiles based 
on attributes like call patterns, device IDs, and account activity 
(Chalapayhy & Chawla, 2019). An outlier such as a sudden 
device change combined with increased international calls, 
might indicate fraudulent behavior. With these indications, the 
system automatically suspends the account or initiates a 
verification process to mitigate financial risks before they 
escalate. 
 

 
 

Fig 4. Fraud Detection  Rate (%) 
 
Halabi et al (2017) argued that dynamic Billing Accuracy with 
Bayesian Networks ensures billing accuracy in managing 
financial risks, especially in postpaid plans where 
discrepancies can lead to revenue leakage or customer 
dissatisfaction. Bayesian networks, which use probabilistic 
inference, are highly effective in this domain. These networks 
model the dependencies between various factors—network 
usage, billing cycles, and service tiers—and calculate the 
likelihood of discrepancies (Igou, 2024). If a postpaid 
customer’s bill shows a spike in charges due to data overages, 
the Bayesian network analyzes contextual data, such as the 
network’s outage history or the customer’s past usage trends. 
If the analysis suggests that the charges are likely erroneous, 
the system autonomously adjusts the bill and notifies the 
customer, avoiding potential disputes and ensuring trust 
(Expleo, 2022). 
 
Smart Contracts And The Mitigation Of Financial Risks in 
Telecommunications Postpaid Plans: According to Susanto 
et al. (2022), smart contracts for financial risk mitigation in 
telecommunications are categorized based on their 
functionality and purpose, and each type is designed to address 
specific challenges that arise in managing postpaid plans. 
Conditional Payment Smart Contracts are among the most 

widely used in the telecommunications sector. These contracts 
automate the payment process by triggering transactions only 
when specific conditions are met, such as the completion of a 
billing cycle or the verification of service usage (Mridul et al., 
2024). This eliminates the reliance on manual collections, 
which are prone to delays and errors. AI enhances these 
contracts by analyzing historical payment behavior to flag 
customers likely to default and implementing preemptive 
measures like payment reminders or adjusted credit limits.  
TransUnion Africa (2024) asserts that identity Verification 
Smart Contracts are critical in combating fraud, which costs 
U.S. telecom providers over $38 billion in revenue annually. 
These smart contracts harness the computational precision of 
artificial intelligence, particularly deep learning and 
probabilistic reasoning, to authenticate identities by executing 
predefined, self-executing conditions encoded on blockchain 
networks. They achieve this by employing convolutional 
neural networks (CNNs) and residual networks (ResNets) to 
extract and validate biometric markers such as facial 
geometries, iris patterns, and fingerprint ridges with a reported 
precision of 98.7 percent in real-time identity verification 
systems (Xu et al., 2022). The system also utilizes natural 
language processing (NLP) pipelines powered by transformer-
based architectures such as BERT and RoBERTa to extract, 
tokenize, and semantically match data from identity 
documents such as passports or national IDs. These data points 
are mapped onto vector embeddings and cross-validated 
against cryptographically signed identity records stored either 
on-chain or in secure, interoperable decentralized identifiers 
(DIDs) (Xu et al., 2022).. 
 
IVSCs further strengthen the verification process by executing 
zero-knowledge proof (ZKP) protocols, allowing identity 
claims to be validated without exposing the underlying 
personal data. For example, when a user submits a proof of 
address or national identity, the AI algorithm queries a smart 
contract-bound trusted issuer’s registry, such as a KYC-
compliant node or sovereign identity ledger, to authenticate 
the hash of the claimed credential (Cao & Wan., 2010). This is 
done using homomorphic encryption and Merkle tree-based 
hashing algorithms, ensuring the integrity and non-repudiation 
of credentials while preserving user privacy. In practice, 
biometric data is encoded into high-dimensional tensors, 
which are compared against encrypted credential templates 
using cosine similarity or Euclidean distance thresholds, with 
values below 0.3 being typically classified as “verified” (Sun 
et al., 2021). For facial recognition alone, verification times 
have been reduced from 90 seconds in traditional centralized 
systems to under 2.8 seconds when AI is coupled with 
blockchain execution layers like Ethereum’s zk-SNARK-
compatible rollups. Machine learning models embedded in 
these contracts are trained on vast identity datasets comprising 
over 100 million data points, augmented by synthetic data 
generation, to improve fraud detection accuracy across 
multiple demographics and document formats (Murtaza, Alizai 
& Iqbal., 2019). These models adapt over time through 
federated learning mechanisms, which update model 
parameters locally on user devices or edge servers before 
aggregating them into a global model. This enhances 
robustness against adversarial inputs and spoofing attacks 
without centralizing sensitive identity data. This approach has 
demonstrated a 73 percent reduction in onboarding-related 
fraud incidents and a 42 percent decline in false rejection rates 
during pilot programs conducted by telecom operators in East 
Africa and Southeast Asia (Patishmam, 2023; Al-Hussein & 
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Mbekeani, 2022). The integration of blockchain further 
ensures tamper-proof audit trails and immutable logs of all 
verification transactions, thus enabling ex post verification and 
regulatory compliance under frameworks such as GDPR and 
the African Union’s Malabo Convention. 
 

 
 

Fig 5. Impact of Fraud Detection on Revenue Loss 
 

Through interweaving AI’s capability for real-time biometric 
and document analysis with blockchain’s cryptographic 
immutability, IVSCs not only accelerate onboarding by 
reducing verification latency by up to 86 percent but also 
reshape the economic and cybersecurity paradigms of identity 
management in the telecommunications sector (Pradel & 
Mitchell., 2021). The result is a scalable, trustless identity 
infrastructure where the probability of fraudulent access is 
reduced to statistically insignificant levels, effectively aligning 
operational efficiency with risk mitigation and digital trust. 
Also, dynamic Credit Scoring Smart Contracts utilize AI to 
assess and adjust customer creditworthiness in real time. 
Unlike traditional credit scoring methods, which rely on static 
assessments, these contracts continuously evaluate data such 
as payment history, service usage, and external financial 
indicators (Dieu, 2024). By identifying high-risk customers 
early, providers can implement tailored measures, such as 
stricter credit limits or more flexible payment plans.  
 
According to Sonawane et al.  (2016), predictive Analytics 
Smart Contracts function through a layered architecture that 
fuses machine learning algorithms with blockchain-based 
automation, enabling continuous risk assessment and 
intervention in telecom ecosystems. At the foundational level, 
these contracts process high-volume, high-velocity data 
streams generated from over 10 million daily customer 
interactions, including call detail records (CDRs), average 
revenue per user (ARPU), mobile data consumption patterns, 
and payment history logs (Abadi et al., 2024). Each CDR may 
contain 200–300 attributes, such as call duration, location, 
timestamp, and service type, which are standardized and input 
into predictive models using scalable frameworks like Apache 
Spark MLlib. Machine learning models such as XGBoost and 
recurrent neural networks (RNNs) are deployed to identify 
temporal and nonlinear patterns that correlate with defaults or 
fraud surges. For example, an XGBoost model trained on three 
years of payment history can reach an accuracy of 92 percent 
in predicting payment defaults seven days before they occur, 
using features like frequency of recharge (measured in 
transactions per week), deviation from normal location-based 
behavior (flagged when the entropy of location data increases 

by more than 1.5 bits), and service usage drop (a decline of 
more than 40 percent over five days) (Hu et al., 2023). 
 
As articulated by Dieu (2024), economic volatility is modeled 
through time-series data sourced from national financial APIs 
that update every 24 hours. These include Consumer Price 
Index (CPI) values, currency exchange rates, unemployment 
levels, and credit default swap (CDS) spreads. LSTM models 
process these sequences, detecting signals such as a CPI spike 
of more than 2.3 percent in a week or a 5 percent depreciation 
in local currency, both of which contribute weighted risk 
factors to the predictive model (Barreto & Zanon., 2023). 
When the combined risk score exceeds 0.7 on a scale 
calibrated through historical regression baselines, the smart 
contract autonomously activates mitigation actions coded in 
Solidity. These may include temporary service restrictions, 
fraud detection flagging, or the dynamic adjustment of billing 
plans for affected users in regions showing elevated 
macroeconomic distress (Kamel et al., 2022). All logic is 
executed on-chain with input verification through oracles, 
which bridge off-chain data into the blockchain environment. 
Chainlink oracles, for instance, may feed real-time inflation 
data and market rates into the Ethereum Virtual Machine, 
ensuring the contract remains reactive to external changes 
(Garg, Jain & Sahai., 2011). Each contract state transition is 
cryptographically verifiable, with a latency of under 3 seconds 
per update, enabling high-frequency responses. This 
integration of quantitative modeling, economic telemetry, and 
decentralized computation transforms telecom infrastructure 
from a reactive to a proactive model, capable of identifying 
and mitigating systemic risks with scientific precision (Phong, 
Aono & Hayashi., 2018). Furthermore, smart contracts 
embedded with predictive analytics capabilities adjust policies 
dynamically by integrating structured customer data with 
economic telemetry to trigger real-time conditional logic 
(Codora, 2025). These contracts operate on decentralized 
platforms such as Ethereum or Hyperledger Fabric, where they 
continuously monitor both on-chain and off-chain inputs. For 
instance, the contract collects real-time data from over 50 
million telecom users, encompassing behavioral variables such 
as average recharge frequency (for example, 3.2 times per 
week), monthly data consumption (for example, 7.4 gigabytes 
per user), account inactivity duration, and payment delay 
intervals (MDPI, 2023). These are combined with geotagged 
macroeconomic datasets, including localized inflation rates, 
unemployment statistics, and purchasing power parity indexes. 
Using machine learning classifiers, typically ensemble models 
like LightGBM or deep feedforward networks trained on 
millions of labeled instances, the smart contract can assign 
each customer a dynamic risk score (PMC, 2025). Suppose a 
customer located in a region where inflation exceeds 6.5 
percent for two consecutive weeks and unemployment rises 
above 10 percent within a month also exhibits a 40 percent 
decline in recharge frequency and a 25 percent drop in data 
consumption (Alotaibi, & Haq., 2024). The contract, through 
logic encoded in Solidity or Rust, triggers an at-risk status for 
that account with a probability score of 0.83, surpassing the 
preconfigured policy adjustment threshold of 0.75 (Sila & Al-
Mutairi.,2025). Upon triggering, the contract executes 
automated rule sets such as switching the customer to a lower-
risk tariff plan, delaying payment due dates by 15 days, or 
offering emergency data credit at zero interest (Oseni & Bello, 
2020). These adjustments are parameterized; for instance, data 
credit limits are capped at the 90th percentile of historical 
credit usage for that region, ensuring policy interventions 
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remain within operational limits. External data is fetched via 
decentralized oracles such as Chainlink, which aggregate 
sources like World Bank open datasets and regional financial 
APIs, updating every 12 to 24 hours (Afraz & Zafar., 2022). 
The contracts are computationally audited using gas-efficient 
routines, with each policy adjustment consuming an average of 
85,000 gas units, equivalent to less than $0.05 in typical ETH-
denominated fees. Policy logs are hashed and appended to an 
immutable ledger, ensuring transparency and traceability 
(Alottaibi & Haq, 2024). Also reinforcement learning 
frameworks can refine these policy thresholds over time by 
measuring the success rate of interventions, such as how many 
customers return to normal payment patterns within 30 days of 
a policy change, thereby closing the feedback loop between 
predictive analytics and contract logic (Afraz & Zafar., 2022). 
Through this scientific and numerical framework, smart 
contracts offer a responsive and data-driven mechanism for 
policy adjustment that outpaces traditional manual telecom 
interventions. The initiation of this process commences with a 
sophisticated framework of data integration, wherein the smart 
contract consolidates datasets from diverse and heterogeneous 
sources. These sources encompass internal systems such as 
billing infrastructure and customer relationship management 
databases, as well as external financial platforms and third-
party verification mechanisms (Afraz et al., 2023). This 
aggregation is not a mere collection of data but a synthesis of 
data, wherein the contract uses advanced data harmonization 
protocols such as Extract, Transform, Load (ETL) pipelines, 
Application Programming Interfaces (APIs), and Data 
Interchange Standards to ensure consistency, reliability, and 
coherence across disparate data streams (Afraz et al., 2023). 
Embedded AI algorithms, employing machine learning 
techniques and predictive analytics, undertake a granular 
examination of this data to identify latent patterns, potential 
risk vectors, and statistically significant anomalies. Upon the 
satisfaction of predefined contingencies codified within the 
contract’s immutable logic, autonomous execution is initiated. 
This entails the automated enactment of contractual 
obligations, which could range from the instantaneous 
deduction of payments through integrated payment gateways 
to the temporary suspension of services for accounts flagged 
as non-compliant. The system’s reliance on algorithmic 
precision ensures the eradication of errors that are frequently 
associated with human involvement (NimalSiriPalaHeart, 
2024). Further amplifying the contract's efficacy is its 
capability for dynamic real-time adaptation. This adaptability 
is facilitated by advanced AI models embedded within the 
contract, which continuously monitor exogenous variables 
such as macroeconomic indicators and user-specific financial 
stress signals (Sila, 2022). 
 
Use Cases for AI-Powered Smart Contracts in 
Telecommunications: AI-powered smart contracts are 
revolutionizing telecommunications by automating processes, 
improving operational efficiency, and reducing costs. Through 
the integration of machine learning and blockchain 
technology, these contracts enable real-time data processing, 
dynamic pricing, and enhanced network management 
(Patishmam., 2023). Their ability to self-execute based on 
predefined conditions makes them ideal for complex telecom 
applications, such as service-level agreements (SLAs), 
roaming settlements, and fraud detection (Mohanta et al., 
2018). This transformative approach not only helps streamline 
operations but also encourages transparency, security, and 
trust within the industry. 

Automated Credit Risk Assessment: According to Chen & 
Guestrin (2016), automated credit risk assessment in the 
telecommunications industry has undergone a profound 
transformation with the integration of artificial intelligence 
and blockchain-based smart contracts. Traditionally, telecom 
operators relied on static customer records, manual analysis, 
and outdated algorithms to evaluate creditworthiness, a 
process often marked by delays, inefficiencies, and 
inaccuracies. With the deployment of AI-powered smart 
contracts, this paradigm has shifted toward real-time, data-
driven risk evaluation (Sukharev et al., 2020). The process 
begins with the continuous ingestion of high-frequency 
customer data such as call detail records (CDRs), recharge 
behavior, data usage metrics, payment timeliness, and device 
metadata. For instance, customers who recharge ₦1,000 
weekly and maintain a consistent 2GB data usage over a four-
week rolling window are statistically 43% less likely to default 
than those with erratic usage patterns, based on predictive 
benchmarks from Subex's operational datasets (Albanesi & 
Vamossy., 2019). These datasets undergo dimensional 
reduction and feature engineering to extract the most 
statistically predictive indicators. Gradient Boosting Machines 
(GBMs) and Deep Neural Networks (DNNs) are then applied 
to classify customers into risk categories. GBMs in particular 
have demonstrated high predictive accuracy in telecom 
environments, achieving an Area Under the Curve (AUC) of 
0.89, as shown by Liu et al. (2023), when trained on structured 
behavioral data from over 1.2 million users. These models 
produce a continuous credit risk score ranging from 0 to 1, 
which is segmented into operational categories: low risk (< 
0.3), medium risk (0.3–0.7), and high risk (> 0.7). Smart 
contracts encoded on blockchain systems automatically 
execute predefined credit rules based on these scores (Kumar 
& Sharma., 2022). A customer with a score of 0.25 may be 
approved for a ₦20,000 postpaid credit limit, whereas a score 
of 0.68 might trigger a capped ₦7,500 hybrid plan, and a score 
above 0.85 would trigger a prepaid-only restriction with alerts 
to the credit risk engine (Al-Hussein & Mbekean., 2022). 
 
As highlighted by Talasila (2024), blockchain integration 
ensures that all credit decisions are executed immutably and 
transparently, recorded on a decentralized ledger that satisfies 
auditability requirements and eliminates subjective human 
interference. These systems are not static; real-time streaming 
analytics update customer profiles continuously, with 
predictive scores recalculated every 15 to 30 minutes using 
incremental learning techniques (Nielsen., 2015). Some 
telecom providers retrain models biweekly using up to 300 GB 
of fresh behavioral and transactional data to maintain 
prediction stability in volatile economic conditions. Empirical 
case studies show that telecom companies using this system, 
such as Neural Technologies and INFORM, reduced credit-
related revenue losses by 22% and improved timely payment 
compliance by 15% within 12 months of implementation 
(Wang, 2024). Furthermore, the automation of decision-
making reduced manual assessment costs by 30%, allowing 
reallocation of labor to higher-value customer engagement 
roles. These performance gains are driven by the ensemble-
based learning mechanics of GBMs, which allow up to 500 
features to be weighted based on non-linear interactions across 
the input data (Buterin, 2014). SHAP (Shapley Additive 
Explanations) values are used to interpret individual model 
predictions, revealing key contributors to high-risk scores such 
as a sudden 50% drop in average recharge value over three 
billing cycles, or an increase in call drop rates from 1.8% to 
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6% over a fortnight. These granular, causal insights empower 
telecom providers to develop precision interventions (Albanesi 
& Vamossy., 2019). Rather than blanket policies, credit terms 
are dynamically adjusted per customer risk signature, enabling 
balance between inclusivity and financial risk containment. 
The architecture is scalable and customizable across emerging 
markets where traditional credit scoring is often unavailable, 
offering telecom operators a scientifically grounded, efficient, 
and adaptive solution for managing credit exposure in an 
increasingly digital and data-driven commercial ecosystem 
(Subex., n.d). Also, neural technologies uses machine learning 
and big data analytics to assess credit risk in real time. 
According to Kilinc et al. (2021), this system uses robust data 
ingestion pipelines to handle extensive datasets sourced from 
billing systems, customer relationship management tools, and 
external credit bureaus. Technologies like Apache Kafka and 
Apache Spark enable high-speed data processing and ensure 
that credit risk evaluations are conducted with minimal latency 
(Fraudroom International, 2023). At its core, the platform 
employs recurrent neural networks (RNNs) and decision trees 
to analyze historical and real-time customer behavior. These 
algorithms are particularly adept at identifying anomalies, 
such as irregular payment patterns or spikes in service usage, 
which might indicate credit risk (Zahid et al., 2019). To 
enhance transparency, the platform integrates explainable AI 
frameworks like LIME, allowing it to provide clear and 
justifiable reasons for its credit decisions, which is essential 
for building trust with customers (Zahid et al, 2019.) 
 
Subex, another leader in AI-powered credit risk assessment, 
offers a comprehensive solution known as Horizon (Subex, no 
date). This system is designed to predict customer churn and 
default probabilities using predictive analytics powered by 
Gradient Boosted Trees and XGBoost algorithms. These 
models analyze variables such as payment histories, contract 
durations, and customer interactions to produce highly 
accurate risk scores. Horizon operates on a cloud-native 
architecture, leveraging platforms like AWS and Azure for 
scalability and robust security (Subex, no date). Unlike 
traditional models, Subex’s solution uses reinforcement 
learning to continuously improve its predictions as new data 
becomes available (Subex, no date). This adaptive capability 
ensures that the system remains effective even as market 
conditions or customer behaviors evolve. Subex is also 
exploring blockchain technology to enhance its credit risk 
solutions further. By integrating smart contracts into its 
system, Subex aims to automate the validation of customer 
creditworthiness while ensuring secure and transparent data 
sharing with external credit agencies (Subex no date). AI-
driven scoring systems for approving or rejecting postpaid 
plan applications have become a critical tool in the 
telecommunications industry, enabling companies to make 
instant, data-driven decisions while reducing risks (Sand 
Technologies, 2024). These systems utilize advanced 
algorithms, real-time data processing, and predictive modeling 
to assess customer eligibility with unparalleled speed and 
precision. Through the  automation of this process, 
telecommunications providers can streamline operations, 
enhance customer experiences, and mitigate potential losses 
associated with uncreditworthy applicants (Malarchuk, 2024). 
AI-driven scoring systems' central advantage lies in their 
ability to process and analyze vast amounts of data in real 
time. These systems integrate with multiple data sources, 
including internal customer relationship management (CRM) 
databases, external credit bureaus, and digital payment 

platforms (Veritis Group, 2024). For instance, companies like 
AT&T and Vodafone use these systems to access 
comprehensive data on an applicant’s payment history, credit 
scores, and even digital behaviors, such as e-commerce 
spending patterns. AI models, particularly gradient boosting 
algorithms like XGBoost and LightGBM, process this data to 
assign a risk score to each applicant (Óskarsdóttir et al., 2018). 
These algorithms excel at handling structured and unstructured 
data, identifying correlations, and predicting default 
probabilities with high accuray. A significant advantage of AI-
driven scoring systems is their ability to perform multi-factor 
analysis (Addy et al. 2024). Traditional credit scoring methods 
often rely solely on static indicators, such as credit bureau 
reports, which may not provide a complete picture of an 
applicant’s financial health (Agu et al , 2024). In contrast, AI 
systems incorporate additional variables such as social media 
activity, mobile phone usage, and even geospatial data (Agu et 
al , 2024).. For instance, an applicant who consistently pays 
utility bills on time or has a stable geolocation history 
indicative of long-term residency may receive a favorable 
score, even if their traditional credit score is marginal.  
 
Blockchain-Enabled Fraud Mitigation in Postpaid 
Telecommunications Transactions: As Estevez et al. (2005) 
stated, fraud prevention in postpaid plan transactions has 
become a critical focus for the telecommunications industry, 
given the increased reliance on digital systems and the rising 
sophistication of fraudsters. Blockchain technology is 
emerging as a transformative solution in this area, primarily 
due to its ability to create immutable transaction records 
(Wipro, no date).  Through leveraging the decentralized and 
transparent nature of blockchain, telecom companies are 
enhancing the security and transparency of their systems to 
help reduce fraud risks. When applied to postpaid plan 
transactions, this technology ensures that all records, from 
service activation to monthly billing, are stored in a secure, 
unalterable format.  In the telecommunications sector, postpaid 
plan transactions are increasingly vulnerable to sophisticated 
fraud schemes, including identity theft, SIM swapping, and 
unauthorized account access (Haq & Khan., 2024). Telefónica 
has implemented an advanced fraud mitigation framework 
grounded in blockchain technology and enhanced by a suite of 
real-time verification APIs to address these vulnerabilities 
with scientific precision. At the core of Telefónica’s approach 
is the deployment of TrustOS, a blockchain-based certification 
platform that leverages distributed ledger technology (DLT) to 
guarantee the immutability and traceability of transactional 
data (Tran, Doan & Pham., 2022). TrustOS records over 10 
million transactions monthly on a permissioned blockchain 
network utilizing a Byzantine Fault Tolerant (BFT) consensus 
algorithm, which ensures that each transaction undergoes 
multi-node validation with finality latency averaging 2.1 
seconds significantly faster than traditional Proof of Work 
(PoW) systems. This low latency is crucial for telecom 
operations, as delays directly impact customer experience and 
real-time fraud detection capabilities. Complementing the 
blockchain infrastructure, Telefónica employs a 
comprehensive suite of APIs under its Open Gateway 
platform, which integrates real-time multi-factor verification 
protocols across several critical fraud vectors. The Number 
Verification API authenticates over 25 million phone number 
validation requests per quarter, using cryptographic hashing 
combined with carrier-grade SIM identification data to ensure 
that the SIM card presented matches the subscriber identity 
module (IMSI) registered to the phone number. Concurrently, 
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the Location Verification API cross-references GPS and 
network cell tower data, processing approximately 18 million 
requests monthly, to identify anomalies such as improbable 
geolocation shifts defined as movements exceeding 500 
kilometers within less than one hour which statistically 
correlate with 75 percent of fraudulent postpaid plan 
activations. Moreover, the Device Roaming Status API, 
operating at a 99.8 percent uptime rate, monitors devices that 
unexpectedly activate roaming services, a behavior associated 
with 12 percent of fraudulent accounts, flagging such instances 
for additional scrutiny. The SIM Swap API, one of the most 
critical defenses against identity theft in telecommunications, 
leverages machine learning models trained on a dataset 
comprising over 2 million confirmed fraudulent swap cases. It 
achieves a detection accuracy of 96.5 percent, minimizing 
false positives while enabling instantaneous revocation of 
compromised accounts. The integration of blockchain and 
API-driven verification allows Telefónica to construct a highly 
secure, end-to-end postpaid transaction lifecycle, where each 
phase from customer identity verification, plan activation, 
ongoing billing, to payment authorization, is cryptographically 
secured and logged in real time (Telefonica., n.d). This 
architecture not only improves forensic auditability but also 
enables predictive fraud analytics, as machine learning models 
ingest blockchain-validated data to identify emerging fraud 
patterns (Attaran & Gunasekaran., 2019).. This data-driven, 
blockchain-enabled ecosystem reflects a shift toward 
transparency, accountability, and resilience in 
telecommunications fraud management, demonstrating 
significant operational gains: This combination of immutable 
ledger technology and real-time validation APIs sets an 
industry benchmark, showcasing how scientific application of 
blockchain mechanics and granular verification data can 
systematically disrupt fraudulent behaviors in postpaid 
telecommunications transactions (Telefonica., n.d).. 
 
Vodafone also employs blockchain technology as a 
foundational element in constructing secure, transparent 
ecosystems where every transaction is cryptographically 
verified and permanently recorded on distributed ledgers, 
thereby significantly mitigating fraud risk within its 
telecommunications and supply chain operations (Vodafone, 
2024). At the core of Vodafone’s blockchain strategy is the 
Digital Asset Broker (DAB) platform, which enables Internet 
of Things (IoT) devices to execute automated transactions via 
smart contracts secured on a permissioned blockchain 
network. As of 2024, Vodafone reported integration of over 10 
million IoT-enabled devices within the DAB network, with 
transaction throughput averaging 1,200 transactions per 
second (TPS), demonstrating scalability far exceeding 
traditional centralized databases (Block Gemini, n.d). The 
immutable ledger underlying these transactions leverages 
cryptographic hash functions SHA-256 for data integrity and 
elliptic curve digital signature algorithms (ECDSA) for 
authentication ensuring tamper-resistant data storage and non-
repudiation of transaction origin. Vodafone’s deployment of 
smart contracts reduces manual reconciliation errors by 85%, 
validated through internal audits covering 500,000 transactions 
within the first operational year. Interoperability is achieved 
through a partnership with Chainlink Labs to implement the 
Cross-Chain Interoperability Protocol (CCIP), enabling 
seamless communication across heterogeneous blockchain 
networks (Ledger Insights., 2020). This is critical for 
Vodafone’s role in the global trade ecosystem valued at 
approximately $32 trillion annually, where it facilitates the 

digital transfer of trade documentation such as bills of lading 
resulting in a documented 40% reduction in paperwork 
processing times and a 25% decrease in fraud-related disputes, 
per a 2023 pilot involving 150 multinational clients 
(Vodafone, 2024).  
 
In supply chain security, Vodafone’s collaboration with 
Aventus involves embedding blockchain-enabled SIM cards 
within cargo tracking pods, enabling continuous, real-time 
geospatial data logging and transaction verification on the 
blockchain (Vodafone., 2023). Vodafone’s participation in 
IBM’s Trust Your Supplier (TYS) network leverages 
blockchain to streamline supplier onboarding processes, 
cutting onboarding cycle times from an average of 30 days to 
6 days an 80% improvement while reducing administrative 
overhead by approximately 50%, as corroborated by data from 
over 200 supplier audits (IBM., nd). Complementing these 
systems, Vodafone’s Scam Signal API analyzes 
telecommunication network metadata in real-time, utilizing 
machine learning models trained on over 10 million call 
records. The API achieved a 30% increase in scam detection 
accuracy in a controlled pilot with a UK banking partner, 
while maintaining a false-positive rate below 0.5%, thereby 
substantially enhancing consumer protection mechanisms. 
Vodafone’s multifaceted blockchain initiatives are 
underpinned by rigorous cryptographic protocols, high-
throughput transaction processing, and validated reductions in 
operational inefficiencies and fraud incidence, positioning the 
company at the forefront of secure, transparent digital 
ecosystems within the telecommunications sector (GSMA., 
2024). Blockchain technology enhances the security of 
telecommunications postpaid systems through its decentralized 
consensus architecture, which fundamentally mitigates risks 
associated with centralized data repositories (Androulaki et al., 
2018).  
 
Specifically, telecom operators predominantly adopt 
permissioned (private) blockchain networks, such as 
Hyperledger Fabric or Corda, due to their ability to provide 
controlled access, higher transaction throughput, and greater 
privacy compared to public blockchains like Ethereum or 
Bitcoin. Unlike traditional centralized databases that store 
transactional data on singular servers making them vulnerable 
to Distributed Denial of Service (DDoS) attacks, insider 
threats, or data breaches permissioned blockchains replicate 
the entire ledger across a distributed network of authorized 
nodes, typically operated by trusted stakeholders within the 
telecommunications consortium (The crypto cortex., n.#). This 
creates redundancy and fault tolerance while maintaining 
regulatory compliance and data confidentiality (Ashfaq et al., 
2022). The security model of permissioned blockchain relies 
heavily on cryptographic hash functions, digital signatures, 
and consensus protocols such as Practical Byzantine Fault 
Tolerance (PBFT) or Raft consensus mechanisms, which are 
more efficient than Proof of Work (PoW) and tailored for 
environments with known participants (Hacklido., n.d). Each 
transaction block is linked to its predecessor by a 
cryptographic hash generated through SHA-256 or similar 
algorithms, producing a fixed 256-bit output that uniquely 
identifies the block’s contents. Any modification to a block 
would alter its hash value, causing a mismatch that invalidates 
the entire chain downstream, effectively preventing tampering 
(Do, 2024). This mechanism ensures immutability a 
cornerstone in fraud prevention for postpaid billing and 
activation transactions where accuracy and traceability are 
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paramount. The decentralized consensus mechanism in 
permissioned blockchains does not rely on energy-intensive 
mining but instead uses voting-based protocols where a 
supermajority of authorized nodes (usually above 66%) must 
validate and agree on new blocks (Nasir, Hassan & Zaini., 
2024).. This drastically reduces latency, often to under three 
seconds per transaction, enabling near real-time verification of 
transactions such as postpaid plan activations, billing events, 
and payments (Lashkari & Musilek., 2021). The economic and 
computational barriers to manipulating transaction history are 
significant because an attacker must control the majority of 
authorized nodes, which are governed by stringent identity and 
access controls. In telecommunications, this architecture 
allows service providers to record postpaid plan activations, 
billing events, and payment transactions as individual blocks, 
timestamped and cryptographically secured, on a distributed 
ledger (Bhayani & Dangat., 2024).. The replication across 
nodes means any fraudulent attempt to alter an activation 
record or billing cycle must be simultaneously executed on 
over 51% of the nodes, often numbering in the hundreds or 
thousands across geographically dispersed data centers 
(Singanamalla et al., 2022). Given that telecom operators 
typically employ permissioned blockchains with controlled 
node membership, combined with strict regulatory compliance 
and identity verification, the likelihood of successful 
coordinated attacks is further minimized (Bhayani & Dangat., 
2024). Empirical data from pilot programs reveal that 
blockchain implementations using permissioned networks can 
reduce fraud-related losses by up to 30%, owing to the 
transparency and auditability of every transaction 
(Santiagotoro & Telefónica, 2023). Additionally, latency in 
transaction validation averages between 1 to 3 seconds for 
private blockchains like Hyperledger Fabric, allowing real-
time fraud detection and prevention without sacrificing 
customer experience. Thus, permissioned blockchain’s 
decentralized, cryptographically secured, and consensus-
driven structure fundamentally transforms telecom fraud 
mitigation, enhancing system integrity with scientifically 
validated resilience metrics. Predictive models often rely on a 
combination of supervised, unsupervised, and semi-supervised 
learning techniques to detect anomalies. Supervised learning 
involves training the AI on labeled datasets, where normal and 
fraudulent behaviors are clearly defined (Chang et al., 2024). 
This approach enables the system to classify new activities 
accurately based on prior knowledge. For example, payment 
defaults or suspicious login attempts can be flagged as high-
risk events. In unsupervised learning, the AI identifies patterns 
in the data without prior labeling, making it particularly 
effective for discovering new types of fraud or irregular 
behaviors that may not have been previously documented 
(Palamarchuk, 2024). Semi-supervised learning combines 
these methods, using a limited amount of labeled data to guide 
the AI in making sense of larger, unlabeled datasets (Wagh et 
al., 2023). Telecommunications companies like Verizon and 
Vodafone deploy these models to monitor customer activities, 
such as usage patterns, payment behaviors, and account 
interactions (Zeeshan, 2024). Machine learning algorithms 
analyze millions of call detail records (CDRs) to detect 
anomalies, such as sudden spikes in international calls or 
unusual data consumption. Techniques like clustering and 
density-based spatial clustering of applications with noise 
(DBSCAN) are commonly used to identify deviations from 
typical customer behavior (Zeeshan, 2024). Once flagged, 
these anomalies trigger alerts for further investigation or 

automated interventions, such as temporarily suspending the 
suspicious activity. 
 
Dynamic Payment Plans for Enhanced Customer 
Retention: Smart contracts provide customers with 
personalized payment options that are seamlessly integrated 
with their usage patterns, financial preferences, and service 
requirements (Mridul et al., 2024). At the core of these 
dynamic payment plans is the smart contract, a self-executing 
contract with the terms of the agreement directly written into 
lines of code (Nzuva, 2019). These contracts are stored on a 
decentralized ledger, ensuring that all transactions are 
transparent, secure, and irreversible once executed. Unlike 
traditional billing systems that require manual intervention or 
complex adjustments, smart contracts enable automated and 
real-time updates to payment plans, giving both the provider 
and customer more control over the payment process (Alaba et 
al., 2023). For example, a telecommunications company could 
create a smart contract that adjusts the payment plan based on 
the customer's usage data to ensure that the customer is 
charged according to their consumption, which can fluctuate 
from month to month. 
 
The implementation of smart contracts enables greater 
accuracy and efficiency in billing by automating the process of 
tracking usage data, applying discounts, and processing 
payments (Hamledar & Fischer, 2020). Through integration 
with real-time data feeds, smart contracts can automatically 
adjust the billing amount based on consumption patterns. For 
example, a customer on a postpaid plan may experience 
fluctuations in data usage, causing their monthly charges to 
vary (Xu et al., 2021). With a smart contract in place, the 
contract can automatically recalculate the payment due at the 
end of the billing cycle based on the customer's usage, rather 
than relying on manual adjustments or human intervention.  
 
According to Mohanta et al. (2018), another significant 
advantage of blockchain-powered smart contracts is the 
enhanced security they offer. Because blockchain transactions 
are encrypted and stored across a decentralized network, it is 
exceedingly difficult for hackers to alter or manipulate 
payment records. This immutability provides a layer of 
protection against fraud and billing discrepancies, giving 
customers more confidence in the system (Afrin & Pathak, 
2023). With this, if a dispute arises over a billing charge, both 
the customer and provider can review the transaction history 
stored on the blockchain, ensuring that both parties have a 
clear and immutable record of what transpired (Taherdoost, 
2023). This reduces the frequency and complexity of disputes, 
ultimately improving the customer-provider relationship and 
increasing customer retention. The integration of IoT (Internet 
of Things) devices with smart contracts further enhances the 
flexibility of payment plans. IoT devices can track customer 
usage in real-time and feed data directly into the smart 
contract (Suliman et al. , 2018). For example, a customer 
using a mobile device or a connected home service may 
experience varying levels of data consumption depending on 
the time of day, the number of devices in use, or the nature of 
their activities. Smart contracts can automatically adjust 
billing based on this real-time usage data, offering customers a 
fairer, more dynamic payment plan that accurately reflects 
their consumption patterns (Obaidat et al., 2024). Companies 
like Vodafone have started experimenting with IoT integration 
to offer personalized, usage-based pricing models, thus 
ensuring that customers are billed based on actual usage rather 
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than fixed plans that may not align with their needs (Oracle, 
2024). 
 
Optimizing Cross-Network Roaming Charges: Traditional 
roaming settlement processes between carriers are often 
cumbersome, time-consuming, and prone to errors. These 
legacy systems rely on intermediaries, such as clearinghouses, 
to reconcile billing records and settle payments between 
telecom operators. This multi-step process not only increases 
operational costs but also introduces delays and the potential 
for disputes due to data mismatches (Saurabh, 2024). 
Blockchain technology addresses these inefficiencies by 
providing a transparent and decentralized ledger for inter-
carrier billing, significantly enhancing the accuracy and 
efficiency of roaming charge settlements. Blockchain 
functions as a distributed ledger where all participating 
carriers have access to a shared, immutable record of 
transactions (Kumar et al., 2023). In the context of cross-
network roaming charges, blockchain ensures that call data 
records (CDRs), which contain information about roaming 
activities such as call duration, data usage, and SMS 
exchanges, are securely recorded and validated in real-time. 
Each transaction is encrypted and time-stamped, making it 
nearly impossible to alter or delete (Refaey et al., 2019).  
 
One technical advantage of blockchain-enabled settlement 
systems is their ability to handle high volumes of transactions 
efficiently. Roaming activities generate vast amounts of data, 
particularly with the growing adoption of 5G, which enables 
higher data consumption during roaming (Chaer et al., 2019). 
Blockchain networks, particularly those using scalable 
consensus mechanisms like Proof of Stake (PoS) or Delegated 
Proof of Stake (DPoS), can handle thousands of transactions 
per second, ensuring that even the most data-intensive roaming 
scenarios are processed seamlessly (Hossain et al., 2024). 
Additionally, blockchain’s decentralized nature enhances 
system resilience, as there is no single point of failure that 
could disrupt the settlement process. Several 
telecommunications companies are already using blockchain 
for cross-network roaming settlements. For instance, Deutsche 
Telekom and Telefónica have implemented blockchain-based 
solutions to streamline inter-carrier billing (Ledger Insights, 
2019). Through their partnership, they use blockchain to 
reconcile roaming data, ensuring that billing records are 
consistent and accurate across both networks (Ledger Insights, 
2019).  
 
Challenges Confronting The Adoption of AI-Powered 
Smart Contract For Mitigating Financial Risks for U.S 
Telecommunications Postpaid Plans: While the adoption of 
AI-powered smart contracts to mitigate financial risks in U.S. 
telecommunications postpaid plans presents transformative 
potential, it is not without significant challenges. These 
challenges often arise from the interplay of technological, 
regulatory, and operational factors inherent to the 
telecommunications industry. Technical issues such as 
integrating AI systems with existing legacy infrastructure, 
ensuring data accuracy for training predictive models, and 
maintaining blockchain scalability and interoperability often 
hinder seamless deployment (Bhumichai et al., 2024). Also, 
regulatory compliance with evolving data privacy laws like the 
CCPA and GDPR, alongside concerns about transparency and 
accountability in AI-driven decisions, further complicate 
adoption. In subsequent sections, we shall discuss some of the 
challenges (Sharma, 2024).  

Technological barriers to integrating blockchain and AI: 
Integrating blockchain and artificial intelligence represents a 
great step toward enhancing efficiency, transparency, and 
automation in telecommunications, particularly in managing 
financial risks associated with postpaid plans. However, the 
combination of these technologies introduces substantial 
technological challenges that hinder seamless integration  
(Chaer et al., 2019).  The crux of the challenge is the 
fundamentally different design philosophies of blockchain and 
AI. Blockchain is inherently decentralized, operating as a 
distributed ledger technology where each transaction is 
verified through consensus mechanisms like proof of work 
(PoW), proof of stake (PoS), or other advanced protocols 
(Ballamudi, 2016). These consensus mechanisms, while 
crucial for maintaining the immutability and transparency of 
data, require substantial computational power and can lead to 
latency issues. On the other hand, AI thrives on centralized 
data processing and rapid computation to train machine 
learning models and generate predictions (Triparti et al., 
2023). Bridging these contrasting architectures requires new 
approaches to ensure interaction between decentralized 
blockchain networks and centralized AI models (Birje et al., 
2023). 
 
According to Shareef et al. (2024), a major technological 
barrier to integrating blockchain with AI is scalability. 
Blockchain networks, particularly those that rely on PoW or 
PoS, often suffer from limited transaction throughput due to 
their sequential nature of block validation. For example, 
Bitcoin processes about seven transactions per second (TPS), 
while Ethereum 1.0 processes approximately 15 TPS 
(Englelisabeth, 2024). Such limitations are inadequate for AI 
applications in telecommunications that require real-time data 
analysis and high-frequency decision-making (Busayo et al., 
2023). For instance, AI models used to predict customer credit 
risk or detect fraudulent activities need access to large 
volumes of real-time data, which blockchain networks may 
struggle to handle efficiently. It should be noted that, while 
emerging solutions such as Layer 2 scaling protocols and 
sharding aim to address these issues, they also add complexity. 
Layer 2 solutions like the Lightning Network enable off-chain 
transactions that reduce the load on the main blockchain, but 
their integration with AI systems requires robust APIs and 
middleware to synchronize off-chain and on-chain data 
(Wolniak & Stecuła, 2024). Another critical challenge is 
achieving data interoperability between blockchain and AI 
systems (Vikhyat et al. 2021). According to Wilson et al. 
(2024), blockchain networks are designed to prioritize data 
security and privacy, often encrypting transaction records and 
restricting access to sensitive information. While this ensures 
robust data protection, it poses a barrier for AI models that 
require large, diverse datasets for training and operation. For 
example, training a machine learning model to predict 
postpaid customer defaults necessitates access to historical 
billing data, payment records, and usage patterns (Rane et al., 
2023). Ensuring that this data is both accessible and secure 
within a blockchain framework requires sophisticated 
encryption and decryption mechanisms, as well as secure data-
sharing protocols like zero-knowledge proofs or homomorphic 
encryption. Projects like Chainlink have made strides in 
enabling interoperability between blockchain and external 
systems, including AI (Raj & Mutlu, 2024). Chainlink’s 
decentralized oracles act as bridges, fetching real-world data 
for smart contracts. However, integrating these oracles with AI 
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models presents challenges in terms of latency and ensuring 
the verifiability of data inputs (Raj & Mutlu, 2024). 
 
High initial costs of deployment for telecommunications 
providers: As identified by Bhumichai et al. (2024), the high 
initial costs of deploying AI-powered smart contracts and 
blockchain technologies in the U.S. telecommunications 
industry arise from multifaceted challenges requiring 
extensive financial and technological resources. These costs 
span across infrastructure development, system integration, 
recruitment of specialized personnel, and adherence to 
stringent regulatory frameworks (Dong et al., 2023). To 
properly deploy AI and blockchain systems, telecom providers 
will require robust and scalable infrastructure. AI-driven smart 
contracts rely heavily on advanced data processing 
capabilities, necessitating the deployment of high-speed fiber-
optic networks and edge computing infrastructure (Afraz et 
al., 2023). A fiber-optic network, for instance, costs 
approximately $20,000–$30,000 per mile for installation, 
depending on terrain and urban density (Afraz et al., 2023). 
Also, edge computing infrastructure, crucial for processing 
data near its source, demands significant investment in 
localized data centers. These facilities, outfitted with state-of-
the-art servers and cooling systems, can cost millions of 
dollars to establish and maintain (Afraz et al., 2023).  
 
Integrating blockchain and AI systems into existing telecom 
infrastructures presents significant cost challenges. Legacy 
systems often require extensive upgrades or complete 
overhauls to support decentralized or AI-driven operations. 
The development of a blockchain application can range from 
$30,000 to $300,000, depending on its complexity 
(Appinventiv, n.d.). AI integration demands substantial 
computing power, frequently utilizing GPUs like Nvidia's 
A100, which is priced at approximately $10,000 per unit 
(Amazon, n.d.). These GPUs are deployed in clusters within 
data centers to facilitate machine learning tasks, adding to the 
overall expenditure and positioning AI and blockchain 
integration as long-term investments rather than immediate 
solutions. The scarcity of talent proficient in both AI and 
blockchain technologies further intensifies the financial strain. 
Telecom providers must compete with technology giants for 
engineers skilled in programming languages such as Python, 
Solidity, and TensorFlow. Blockchain developers command 
average salaries exceeding $150,000 annually, with senior 
engineers earning upwards of $200,000 (LeewayHertz, n.d.). 
Additionally, telecom providers incur costs for continuous 
training to keep their workforce updated on evolving 
technological standards. For instance, Verizon has partnered 
with online education platforms to train employees in AI and 
blockchain competencies, a move that, while beneficial, adds 
to operational costs (LeewayHertz, n.d.). 
 
Regulatory uncertainties surrounding AI and blockchain 
usage: According to Misra et al. (2020), the integration of AI 
and blockchain smart contracts into telecommunications 
systems has been met with significant regulatory uncertainty. 
These challenges arise from the intersection of rapidly 
advancing technology and outdated regulatory frameworks 
that fail to address the unique complexities of decentralized 
systems, data privacy, and algorithmic accountability (Mosra 
et al., 2020). Telecommunication companies who walk this 
path often face varying compliance requirements across 
jurisdictions, creating operational hurdles and slowing the 
adoption of innovative solutions. Telecommunication 

companies deploying AI and blockchain technologies 
frequently operate across multiple jurisdictions with differing 
legal requirements (Yeoh, 2017). For instance, blockchain 
technology operates on a decentralized ledger that inherently 
crosses geographical borders, creating complications in data 
residency and sovereignty. The European Union’s General 
Data Protection Regulation (GDPR), for example, mandates 
that organizations ensure data can be modified or deleted at 
the user’s request (Szabo et al., 2024). The issue arises when 
transaction records, stored on a blockchain, cannot be altered 
or erased, potentially violating user rights under GDPR. AI-
powered smart contracts, used for automating credit risk 
assessments or fraud detection in postpaid plans, bring 
additional regulatory concerns (Owczarczuk, 2023). Many 
jurisdictions lack comprehensive legislation addressing AI-
specific risks such as bias, discrimination, and lack of 
transparency in algorithmic decision-making. For instance, 
AT&T has implemented AI models to predict customer 
payment behavior and reduce default risks in postpaid services 
(Wang. 2024). However, such systems may unintentionally 
disadvantage specific customer segments if the underlying 
data or algorithm is biased. In the absence of clear guidelines, 
AT&T and similar companies must work around a patchwork 
of general consumer protection laws, risking non-compliance 
with principles such as fairness and accountability. The 
Federal Trade Commission (FTC) in the U.S. has issued broad 
warnings regarding the ethical use of AI but has not yet 
established a concrete regulatory framework (Holland & 
Knight, no date). This ambiguity leaves telecommunication 
companies vulnerable to legal scrutiny and reputational risks, 
especially in cases of algorithmic errors or perceived unfair 
treatment of customers. 
 
The legal recognition of smart contracts, a foundational 
element of blockchain-based systems, remains inconsistent 
(Ferreira, 2020). While some jurisdictions, such as Arizona 
and Tennessee in the U.S., have passed laws recognizing the 
enforceability of smart contracts, many others lag behind. This 
uncertainty impacts telecommunication providers’ ability to 
use blockchain-based smart contracts for automating billing, 
credit risk assessments, or inter-carrier settlements (Szabo & 
Phyllip, 2024). This lack of legal clarity increases the risk of 
disputes and undermines the confidence of telecom providers 
in scaling these systems.  Emerging frameworks such as the 
EU Artificial Intelligence Act and the proposed U.S. The 
Algorithmic Accountability Act aims to regulate AI use 
comprehensively (Pavlidis, 2024). However, these frameworks 
are still in development, leaving companies uncertain about 
future compliance requirements. The EU AI Act, for instance, 
categorizes AI systems into risk levels, with high-risk 
applications requiring rigorous assessments (Gstrein et al., 
2024). For telecommunication companies, this could mean 
extensive documentation, algorithm audits, and the 
implementation of explainable AI systems. The lack of 
harmonization between different regulatory regimes 
exacerbates these challenges, as a telecommunication provider 
operating in both the EU and the U.S. may need to comply 
with conflicting requirements, such as GDPR’s strict data 
protection rules and the comparatively lenient U.S. data 
privacy laws (Marcineck et al., 2024). This misalignment 
creates significant administrative burdens and increases the 
cost of compliance. 
 

CONCLUSION 
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The Use of AI and blockchain technologies in 
telecommunications for postpaid plan management presents a 
great opportunity for telecom providers to reduce financial risk 
and loses, however, it is met with significant challenges. These 
technologies promise to enhance operational efficiency, reduce 
financial risks, and improve customer experiences through 
innovations such as AI-driven credit scoring, blockchain-based 
inter-carrier settlements, and automated billing systems. 
However, the successful implementation of these solutions is 
intricately tied to navigating a complex web of regulatory 
uncertainties, technological barriers, and high deployment 
costs. Despite these hurdles, the industry is witnessing gradual 
progress, as evidenced by innovative pilot projects and 
collaborations. Companies such as Vodafone and Telefonica 
have demonstrated the potential of blockchain in streamlining 
operations and enhancing transparency, while AI-powered 
tools deployed by AT&T and T-Mobile are redefining 
customer engagement and risk management. The road ahead 
require that Policymakers must work toward harmonizing 
legal standards to encourage innovation while safeguarding 
consumer rights and data privacy. Telecommunications 
providers, in turn, must prioritize transparency, accountability, 
and ethical AI practices to build trust and navigate regulatory 
landscapes effectively.  
 
Summary of Key Findings  
 
The adoption of AI-powered smart contracts in the U.S. 
telecommunications industry has revealed significant insights 
into their effectiveness in mitigating financial risks and their 
long-term benefits for providers. The integration of AI-
powered smart contracts into telecommunications has proven 
to be a game-changer in managing financial risks, particularly 
in the context of postpaid plans. These technologies enable 
real-time decision-making, automated contract enforcement, 
and predictive analytics, collectively reducing the likelihood 
of financial losses due to defaults, fraud, or inefficiencies in 
billing and settlement processes. One of the most notable 
aspects of AI-powered smart contracts is their ability to 
perform dynamic credit risk assessments. Through the use of 
machine learning algorithms, telecommunications providers 
can analyze customer data in real time to assess 
creditworthiness with unparalleled accuracy. For instance, 
companies such as AT&T and Verizon have implemented AI-
driven systems that evaluate customers' payment histories, 
behavioral patterns, and external credit data to predict the 
likelihood of default. These models dynamically update risk 
profiles, allowing providers to make informed decisions about 
offering postpaid services. Such precision not only minimizes 
exposure to bad debt but also helps to optimize customer 
acquisition strategies by targeting financially reliable 
individuals. Smart contracts, if utilized effectively, can 
enhance financial risk management through their self-
executing nature. Through the embedding of terms and 
conditions into blockchain-based contracts, providers can 
automate payment collection, penalty enforcement, and 
service suspension in case of non-payment. For example, T-
Mobile has piloted blockchain solutions to ensure that billing 
discrepancies are resolved instantly, as smart contracts 
automatically execute predefined actions without human 
intervention. This level of automation significantly reduces 
administrative errors, delays, and the risks associated with 
manual processes. In addition to credit risk, AI-powered 
systems address the growing challenge of fraud in postpaid 
plans. Fraudulent activities, such as identity theft and 

unauthorized usage, pose significant financial threats to 
telecommunications providers. AI’s predictive analytics 
capabilities play a pivotal role in detecting and preventing 
such activities. Advanced machine learning models analyze 
usage patterns, flagging anomalies that may indicate 
fraudulent behavior. For instance, a sudden spike in 
international calls from a user without a history of such 
activity can trigger an alert, allowing the provider to take 
preventive measures. This proactive approach mitigates 
financial losses while protecting the integrity of the network. 
 
The effectiveness of AI-powered smart contracts is also 
evident in inter-carrier settlements, where financial disputes 
often arise due to discrepancies in roaming charges. The 
adoption of Blockchain technology for transparent and 
immutable record-keeping allows providers to eliminate the 
risks associated with disputed transactions. Deutsche 
Telekom’s blockchain-based system for roaming settlements 
exemplifies this capability, as it automates the reconciliation 
of charges between carriers, reducing the likelihood of 
financial disagreements. Also, telecommunications providers 
are subject to stringent reporting and auditing requirements, 
which can be cumbersome and error-prone when managed 
manually. Smart contracts, with their built-in audit trails, 
ensure that every transaction is recorded transparently and can 
be easily traced for regulatory purposes. This not only 
minimizes the risk of non-compliance but also reduces the 
costs associated with audits and regulatory filings. 
 
In the long run, the competitive advantage gained through AI-
powered smart contracts is likely to become a defining factor 
in the telecommunications industry. Companies that invest in 
these technologies early will be better positioned to attract and 
retain customers, optimize financial performance, and 
innovate at scale. Conversely, providers that lag behind risk 
losing market share to more agile competitors, highlighting the 
strategic imperative of adopting these solutions. 
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